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Notice of a meeting of 

Audit Committee 
 

Wednesday, 20 March 2013 
6.00 pm 

Pittville Room, Municipal Offices 
 

Membership 
Councillors: Paul Massey (Chair), Andrew Wall (Vice-Chair), Colin Hay, 

Rowena Hay, David Prince, Tim Harman and Pat Thornton 
The Council has a substitution process and any substitutions will be announced at the 

meeting 
 

Agenda  
    
1.   APOLOGIES  
    
2.   DECLARATIONS OF INTEREST  
    
3.   MINUTES OF THE LAST MEETING 

09 January 2013 
(Pages 
1 - 6) 

    
4.   PUBLIC QUESTIONS 

These must be received no later than 12 noon on the fourth 
working day before the date of the meeting 

 

    
  ITEMS REQUIRING A DECISION  
    
5.   ANNUAL INTERNAL AUDIT PLAN 2013-14 

Head of Audit Cotswolds 
(Pages 
7 - 18) 

    
6.   INTERNAL AUDIT MONITORING REPORT 

Head of Audit Cotswolds 
(Pages 
19 - 24) 

    
7.   ANNUAL RISK MANAGEMENT REPORT 

Corporate governance, risk and compliance officer 
(Pages 
25 - 56) 

    
8.   ANNUAL GOVERNANCE STATEMENT 2011/12 - 

SIGNIFICANT ISSUES ACTION PLAN 
Corporate governance, risk and compliance officer 

(Pages 
57 - 66) 

    
9.   REGULATION OF INVESTIGATORY POWERS (RIPA) 

REVISED POLICY GUIDELINES 
Corporate governance, risk and compliance officer 

(Pages 
67 - 
108) 
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  ITEMS FOR DISCUSSION  
    

10.   CERTIFICATION OF GRANTS AND RETURNS 2011-12 
KPMG (Grant Thornton will answer any questions on this 
item) 

(Pages 
109 - 
114) 

    
11.   KPMG ANNUAL AUDIT LETTER 2011-12 

KPMG (Mark Sheldon will answer any questions on this 
item) 

(Pages 
115 - 
122) 

    
12.   AUDIT PLAN 

Grant Thornton 
(Pages 
123 - 
144) 

    
13.   AUDIT UPDATE REPORT 

Grant Thornton 
(Pages 
145 - 
158) 

    
14.   WORK PROGRAMME (Pages 

159 - 
162) 

    
15.   ANY OTHER ITEM THE CHAIRMAN DETERMINES TO 

BE URGENT AND REQUIRES A DECISION 
 

    
16.   DATE OF NEXT MEETING 

19 June 2013 
 

    
17.   LOCAL GOVERNMENT ACT 1972 -EXEMPT 

INFORMATION 
The Council is recommended to approve the following 
resolution:- 
 
“That in accordance with Section 100A(4) Local 
Government Act 1972 the public be excluded from the 
meeting for the remaining agenda items as it is likely that, 
in view of the nature of the business to be transacted or the 
nature of the proceedings, if members of the public are 
present there will be disclosed to them exempt information 
as defined in paragraph ?, Part (1) Schedule (12A) Local 
Government Act 1972, namely: 
 
Paragraph 3; Information relating to the financial or 
business affairs of any particular  
person (including the authority holding that information) 
 

 

    
18.   EXEMPT REPORT 

Audit Cotswolds 
(Pages 
163 - 
194) 

    
 

Contact Officer:  Saira Malin, Democracy Officer, 01242 775153 
Email: democratic.services@cheltenham.gov.uk 
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Draft minutes to be approved at the next meeting on Wednesday, 20 March 2013. 
 

Audit Committee 
 

Wednesday, 9th January, 2013 
6.03 - 7.20 pm 

 
Attendees 

Councillors: Paul Massey (Chair), Andrew Chard (substitute), Colin Hay, 
Rowena Hay, David Prince, Tim Harman and Pat Thornton 

Also in attendance:   Peter Barber (Grant Thornton), Paul Benfield (Grant Thornton), 
Rob Milford (Head of Audit Cotswolds), Bryan Parsons 
(Corporate governance, risk and compliance officer), Mark 
Sheldon (Director of Resources) and Peter Smith (Grant 
Thornton) 

 
 

Minutes 
 
 

1. APOLOGIES 
Councillor Wall had given his apologies and Councillor Chard attended as his 
substitute. 
 

2. DECLARATIONS OF INTEREST 
No interests were declared. 
 

3. MINUTES OF THE LAST MEETING 
The minutes of the last meeting had been circulated with the agenda. 
 
It was noted that Councillor Chard was not listed within the list of attendees.  
This would be amended.   
 
Upon a vote it was unanimously 
 
RESOLVED that the minutes of the meeting held on the 19 September 
2012 be agreed and signed as an accurate record.  
 

4. PUBLIC QUESTIONS 
No public questions had been received.   
 

5. ANNUAL AUDIT FEE LETTER FOR 2012-13 AND ANNUAL AUDIT PLAN 
FOR 2013-14 (INCLUDING INTRODUCTION) 
Peter Barber (Associate Director) of Grant Thornton the council’s new external 
auditor introduced himself and his colleagues Peter Smith (Engagement 
Manager) and Paul Benfield (Audit Executive).  He had felt it was important to 
bring the whole team to their first meeting with the Audit Committee and 
expressed Grant Thornton’s delight at being appointed the council’s external 
auditor service for the coming five years.  
 
He explained that the main driver behind their appointment had been the GO 
Shared Service with the Forest of Dean, Cotswolds and West Oxfordshire for 
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whom Grant Thornton already acted as external audit services.  It was 
considered that this would enable the most effective audit, avoid duplication and 
in turn provide economies of scale.  With the transfer from the Audit 
Commission on the 1st November he admitted that Grant Thornton were slightly 
behind and as such the fee letter was deliberately brief and no initial risks had 
been detailed.  The scale fee, as set out in the letter, was set and confirmed by 
the Audit Commission at £108,290 and with the reduction of 40% this would be 
£64,974 and Grant Thornton would be seeking to discharge their responsibilities 
under the current code of practice and deliver a high quality external audit 
service.  Up to 80% of their opinion would be based on the financial statements 
produced by the council, with initial governance assurance on controls and then 
after April, review of the substantive procedures.  Members would be aware that 
up until two years ago the VFM conclusion had been quite wide ranging, 
however, the criteria had since been reduced and now focussed on financial 
resilience.  Beyond the code Grant Thornton would undertake the certification of 
grants and returns and with the 40% reduction the fee for this service would be 
£12,750. 
 
Peter Barber gave the following responses to questions from members of the 
committee; 
 
• The 40% savings available to the council had been generated by the 
loss of the Audit Commission which had always been a large overhead 
for any external auditor.  He assured members that this reduction would 
not result in a less rigorous service and Grant Thornton would adhere to 
all the same standards, adopt the same approach and maintain 
standards as the previous external auditors.  

• Items from the audit timetable would be added to the committee work 
plan as appropriate, these details would be forwarded to the Democracy 
Officer, with September being a key meeting.  Officers would be 
provided with initial copies of conclusions so that they are aware of any 
issues and Grant Thornton would work closely with Internal Audit to 
avoid duplication.   

• He hoped that the issue of Chinese walls and confidentiality would be 
clearly set out in the various contracts (Ubico, CBH, etc) from the outset.  
However, these by their definition, would tend to evolve over time and it 
would be for each to decide what information they choose to share with 
other authorities, partners, etc.  

 
The Chairman suggested that in time the committee could consider how the 
flow of data was working.   
 

6. INTERNAL AUDIT MONITORING REPORT 
The Head of Audit Cotswolds introduced the report as circulated with the 
agenda.  He explained that such a report was produced for each meeting but 
highlighted the move to new audit standards meant that this report would 
contain more information than it had previously.   
 
He referred members to the table at item 3.2 of the report which set out audits 
that had been concluded by Internal Audit.  These included ordinary audit work, 
simple assurances, consultancy work, of which there was a raft, responsive 
work which included an investigation into the recent ICT virus and the last four 
items were audit plan items.  Counter fraud had been an area of focus for the 
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partnership and using resources to proactively develop procedures, policies and 
training, etc was a priority.   
 
The Head of Audit Cotswolds gave the following responses to questions from 
members of the committee; 
 
• The recommendations relating to a need for a full business continuity 
document covering procedures to be followed when there was a loss of 
power at Leisure@ (page 25) covered all aspects from documentation to 
testing.  

• Members were assured that whilst there was no mention in the 
‘Management Response to Findings and Recommendations’ of the 
recommendations being taken forward, this was indeed the case.  
Recommendations from each report were included within an action plan, 
which was agreed by managers and items added to the relevant risk 
registers where appropriate.  

 
7. AUDIT CHARTER 

The Head of Audit Cotswolds introduced the Audit Charter.  The Charter set out 
how Audit Cotswolds would meet the new Public Sector Internal Audit 
Standards and it was intended that this would be one of only a few documents 
that would be standardised across Cheltenham, Cotswolds and West 
Oxfordshire.  He talked through the Charter itself and highlighted the following 
aspects; 
 

• Work in relation to ethical and environmental aspects had been 
expanded upon to meet what now needed to be undertaken. 

• In relation to ‘Independence’ there was, in the Section 101 agreement, 
a means by which he could be bypassed on issues where he had 
earlier provided advice, Chinese walls as it were.  The committee would 
be made aware of any such impairment.  

• ‘Reporting’ set out efforts to control the issue of draft and finalised 
reports given that audit work was often a snapshot and the need to 
report in a timely manner.   

• Audit Cotswolds had adopted The Chartered Institute of The Chartered 
Institute of Internal Auditors (UK & Ireland) which allowed them to 
undertake work for CBH, UBICO, etc.   

 
In response to a question from a member of the committee, the Head of Audit 
Cotswolds advised that recommendations would highlight the possible risks and 
these risks would be prioritised by the level of associated risk.  
Recommendations relating to best practice which were not critical but would be 
of benefit could be permitted 12 months for implementation, whereas instant 
action would be expected for priority 1 risks.  Internal Audit assessed risk and 
provided an opinion based on evidence and knowledge.  These risks were 
reported to management who then made an assessment of the risk and any 
mitigating actions.  If Internal Audit had concerns about the decision taken by 
management they would raise these concerns with the Audit Committee.   
  

The Chairman felt the Charter was brief and concise and whilst he had, had 
concerns regarding the issue of Chinese walls he was content that this issue 
had been covered under the reporting section of the document.  
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8. GOVERNANCE AND INTERNAL AUDIT ROLE 

The Head of Audit Cotswolds explained that whilst he had found it challenging 
to put into writing he considered it useful to try.  He focussed on the table at 
item 3.2 which set out the various phases, indicators, governance arrangements 
and provided examples and was explained in greater detail at item 3.5.  
 
For those that were not aware, the Chairman explained that this had come to 
committee to ensure that members were content that they understood the 
environment in which the council now operated (GO Shared Services, UBICO, 
CBH, etc) and the associated governance arrangements.  
 
 
The Head of Audit Cotswolds gave the following responses to questions from 
members of the committee; 
• Each arrangement was individual but was set up to allow access for 
internal audit and for relevant information to be gleaned but this would 
vary from one agreement to another.  He accepted that it was 
complicated and hoped that the committee understood that there was 
some information he could bring before the committee and some that he 
would need to gain via other sources. Information needed to be localised 
and confidentiality safeguarded and Officers were working hard to 
ensure that this was the case. 

• Where arrangements were proposed which were not considered 
appropriate these concerns would be raised by Internal Audit via HR and 
Legal colleagues.  Admittedly there were numerous frameworks and 
governance arrangements and ensuring staff had received sufficient 
training was crucial. 

• A document had been produced which set out the various frameworks 
and associated governance arrangements and he would pull this and 
any new information together and circulate it to members.   

 
9. COUNTER FRAUD, CORRUPTION AND BRIBERY POLICY AND PROCESS 

 The Corporate governance, risk and compliance officer introduced the Anti 
Fraud and Corruption Policy which was approved by Audit Committee some 
three years ago but in this time a number of key supporting policies (the 
Constitution, Employee Code of Conduct, etc) had been reviewed.  The policy 
before the committee had been considered in great detail, renamed, aligned 
with other policies and would be an overarching policy.  
He referred members to the aims and objectives and highlighted their 
importance given the changing ways in which the council operated and the 
responsibilities as set out in the document.  He would be working with the Head 
of Audit Cotswolds to align the policies across the authorities which would 
continue to be developed over the coming years in an effort to provide a best 
practice service.  
 
The policy once approved by Cabinet would be owned by the Head of Audit 
Cotswold who would be responsible for; 
• providing to the Audit Committee an annual report on fraud and 
corruption activity 

• awareness training for employees and Members and 
• policy reviews     
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The Corporate governance, risk and compliance officer gave the following 
responses to questions from members of the committee; 
 
• It was felt that the availability of information including the Members’ 
Code of Conduct (which would soon be published on the council’s 
website) and the Employee Code of Conduct (available on the Learning 
Gateway) would aid the identification of fraud and that whistle blowing 
also had a role to play.  HR was responsible for the Whistle Blowing 
policy.  

• Members considered that the section on Responsibilities should include 
a reference on how officers deal with complaints that may suggest fraud 
or corruption. The officer said he would contact the Customer Service 
Manager regarding the process for managing any complaints that 
suggest a possible fraud or corruption issue and amend the section 
within the policy accordingly 

• The Head of Audit Cotswold advised that his team would be taking a 
proactive approach next year to do with education in view of situation 
whereby an issue had been discussed too much to allow any 
involvement.   

• Directors received summaries of all complaints on a quarterly basis and 
Internal Audit assessed the number and nature of complaints and 
compliments as part of each review which would also help in highlighting 
possible fraud or corruption issues.   

• In the last few years Internal Audit had been required to submit a survey 
which covered various frauds, often most notably benefit fraud and this 
would help to inform the Annual Counter Fraud report scheduled on the 
work plan for June.  This would be the first report of its kind to come 
before the committee and it would be for members to decide if they were 
happy with its content or required more information.  He noted that the 
Annual Governance Statement would also need to include more detail in 
relation to counter fraud.   

• Internal Audit looked at matters including stock control and expense 
claims to identify abuses of such things and he was confident that this 
was how many were discovered.  The team also had an open door 
policy which often resulted in staff raising general concerns which were 
then picked up by Internal Audit.  Allocation of grants would be looked at 
next year.  The council had an Acceptable Use policy and random spot 
checks were undertaken which highlighted peaks in use, etc.  

• The new staff Code of Conduct had been added to the Learning 
Gateway and all staff were required to acknowledge that they had read 
and understood it.  He was unsure whether this needed to be repeated 
on an annual basis and accepted the suggestion from members that it 
should, along with the Acceptable Use policy, etc but would check with 
HR.   

 
The Chairman pointed out that a policy would not in itself prevent things from 
happening but with them in place the council was, to a degree, protected.  He 
raised concerns about the use of the word ‘proven’ in the flowchart (page 67) 
particularly given the option of prosecution as it referenced the judgement of an 
investigating officer rather than criminal findings.  The Corporate governance, 
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risk and compliance officer undertook to reconsider the wording and to amend 
the flow chart prior to the cabinet meeting. 
 
Members felt confident that the report would highlight more cases of the public 
trying to defraud the council (benefit fraud) rather than staff or members.   
 
Upon a vote it was unanimously  
 
RESOVED that; 
 
1. Having considered the Counter Fraud and Corruption policy, the 

suggestions made by the committee, which it considers necessary to 
strengthen the council’s standards of propriety and accountability be 
further considered by Officers.   

 
2. The Director of Resources be authorised to update the policy with any 

additional comments following the conclusion of the ongoing 
consultation with the audit partnership. 

 
3. Subject to recommendation 1, Cabinet be asked to approve the policy.  
 

10. WORK PROGRAMME 
The work programme had been circulated with the agenda. 
 
The Chairman explained that having read the Grant Thornton audit timetable it 
was clear that the work plan would need to be amended.  Peter Barber would 
send through details of items for consideration at upcoming meetings to the 
Democracy Officer.   
 
Councillor R. Hay felt that the Leisure & Culture Trust governance 
arrangements would need to be considered by the committee prior to 
consideration of the matter by Cabinet and this should be scheduled for the 
June meeting.  The Chairman was happy that this be added and reassured 
members that the forward plan was reviewed at each Chairs Briefing and 
relevant items added to the committee work plan as necessary.   
 
The Annual Counter Fraud report would be scheduled on the work plan for the 
June meeting.   
 

11. ANY OTHER ITEM THE CHAIRMAN DETERMINES TO BE URGENT AND 
REQUIRES A DECISION 
There were no urgent items for discussion.  
 

12. DATE OF NEXT MEETING 
The next meeting was scheduled for the 20 March 2013. 
 
 
 
 
 

Paul Massey 
Chairman 
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Cheltenham Borough Council 
Audit Committee - 20 March 2013 

Annual Internal Audit Plan 2013-14 
 
 

Accountable member n/a 
Accountable officer Robert Milford, Head of Audit Cotswolds  
Ward(s) affected All 
Key Decision No  
Executive summary The Council must ensure that it has sound systems of internal control which 

facilitate effective management of all the Council’s functions. The work 
planned by Audit Cotswolds, the Council’s internal audit service, is one of 
the control assurance sources to the Audit Committee and Senior 
Leadership Team and which supports the work of the external auditor. The 
work is also a key component of the Council’s governance framework and 
an assurance source supporting the Annual Governance Statement, which 
forms part of the statutory accounting standards.  
Following CIPFA’s guidance on Audit Committees the Committee this 
evening should “formally approve (but not direct) the internal audit plan.” 
 

Recommendations The Audit Committee approves the Internal Audit Plan for 2013/14 
 
Financial implications  There are no financial implications arising from this report. 

 
Contact officer: Mark Sheldon, Director of Resources                 
mark.sheldon@cheltenham.gov.uk,  
01242 264123 

Legal implications No comments received 
 

HR implications 
(including learning and 
organisational 
development)  

None 
 

Agenda Item 5
Page 7



   
$re4mlvt1.docx Page 2 of 4 Last updated 12 March 2013 
 

Key risks The audit plan has been derived from consultation with the Senior 
Leadership Team and through the reference to relevant policy, strategy 
and protocol documents including the risk register. The plan is designed to 
capture key and emerging risks that this Council faces over the year and 
therefore the plan will remain as flexible as possible to ensure internal 
audit resources remain focused and valued. 
Internal audit activity is needed each year to satisfy assurance 
requirements.  For example, internal audit review key financial systems 
annually because the external auditors may rely on this in their own work 
on final accounts.  In addition, the requirement for the Council to review its 
system of internal control and governance procedures means that 
assurance is required on systems and procedures relating to the 
compilation of the Annual Governance Statement. If this work is not 
completed by the Internal Audit additional fees from external audit may be 
incurred.  
Furthermore Internal Audit is a statutory function under the Accounts and 
Audit (England) Regulations 2011. 
The risk of failure to deliver core elements of the plan will be mitigated 
through the Partnership Board monitoring process. The representative 
from Cheltenham BC is Mark Sheldon (Director of Resources).  
Furthermore Audit Committee will continue to receive quarterly reports 
through 2011/2012 from Internal Audit detailing the work undertaken in 
relation to the plan. 
 

Corporate and 
community plan 
Implications 

 None 

Environmental and 
climate change 
implications 

None 

Property/Asset 
Implications 

None  
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1. Background 
1.1 The environment in which Cheltenham BC and other Local Authorities now operates has 

presented significant drivers for change. The continual effort to meet the organisational objectives 
within a constrained budget has resulted in core systems coming under review for change e.g. the 
Go Programme impacting on core financial systems, Shared Services impacting on core 
governance arrangements, etc. Therefore Internal Audit needs to be responding to the changing 
environment and the areas where the organisation now requires assurances. This reinforces the 
requirement for Internal Audit to follow a more flexible and risk based plan 

2. Reasons for recommendations 
2.1 The primary role of Internal Audit is to provide assurance that the Council’s systems constitute a 

proper administration of its affairs. To this end, Internal Audit carries out a programme of audits 
that is agreed annually with Heads of Service and the Management Team. 

2.2 Due to the new Public Sector Internal Audit Standards and changes of core systems Audit 
Cotswolds, as the Internal Audit provider, needs to respond to the changing environment and the 
areas where the organisation now requires assurances. This reinforces the requirement for 
Internal Audit to follow a more flexible and risk based plan. 

2.3 The core financial systems delivered to the Council by the GO Shared Service will now be 
covered within the GO Shared Service Audit Plan. Audit Cotswolds will be delivering this plan 
which will provide:  

2.3.1 Assurance to the GO Shared Service Management Team over the controlled delivery of the 
Service Level Agreements 

2.3.2 Assurance to Cheltenham Borough Council over the delivery of its services, including its core 
financial systems 

2.3.3 The required support to the External Auditor 
2.4 A summary of the Audit Assurance Plan for 2013/2014 is included at Appendix 1. This lists the 

risk based assurance work selected by risk from the Audit Universe. 
2.5 The Audit Universe at Appendix 2 lists the complete potential work for the service by risk. It is not 

the intention to audit all aspects, but to focus of the key risks identified. The Audit Universe also 
details consulting activity and other work.  

2.6 The Assurance Plan outlines a preferred programme of work for 2013/2014 as developed 
throughout February 2013. The Audit Plan presented is not “set in stone” and is intended to 
evolve in response to issues highlighted through risk and change management and monitoring. 

3. Consultation and feedback 
3.1 The Executive Board and other managers were consulted for this plan. 

4. Performance management –monitoring and review 
4.1 Performance is monitored by both the Audit Committee and the Audit Partnership Board as 

detailed in the Audit Charter 2013. 
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Report author Contact officer:  Robert Milford,  
Robert.milford@cheltenham.gov.uk,  
01242 775058 

Appendices 1. Audit Assurance Plan 2013/2014 
2. Audit Universe 2013/2014 

Background information None 
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Appendix 1 

 

Audit Assurance Plan 2013/14 
Cheltenham Borough Council 

Quarter Subject Detail 
1     
1 

Governance 
Compliance Testing of the Financial, Procurement and Contract Rules 

2 
Annual Governance 
Statement 

Testing of the AGS, supporting evidence and management 
certificates 

15 Transparency agenda 
Systems audit - key focus on safeguarding data and ensuring 
appropriate reporting 

4 
Performance 
Management Testing of Performance Strategy and compliance 

18 
Ubico Ltd Service 
Delivery 

Review of the controls monitoring the delivery of the services 
provided by Ubico  

19 
Business Continuity / 
Emergency Planning 

Review of BCP with a particular focus on shared service 
arrangements 

2     
3 Risk Management 

Testing of risk management system, maturity assessment, 
supporting software 

5 
Change Programme & 
VFM 

Testing of change programme systems and structure e.g. 
Futures projects 

13 Bridging the Gap 
Review of systems e.g. Corporate Planning and Strategy, and 
monitoring to ensure CBC meets targets as set out in MTFS 
(Golden Thread) 

15 Transparency agenda 
Systems audit - key focus on safeguarding data and ensuring 
appropriate reporting 

23 Grants 
Review of controls over the issuing of grants including the new 
Community Pride scheme 

21 
Shared Service 
Governance Testing of governance frameworks and compliance 

3     
6 Cash Receipting  

Key control testing and system interfaces with finance systems 
including PCI compliance & Cash handling 

7 ICT Review Key control testing of infrastructure and sampled applications 
8 Council Tax Key controls and modules plus system changes 
9 NNDR Key controls and modules plus system changes e.g. pooling 
10 Benefits Key controls and modules plus system changes 
31 Housing Housing allocation, DFG and Homelessness systems review 
4     
29 Environmental audit 

Review of the Council's environmental control framework in 
terms of climate change 

30 Ethics Audit 
Review of the Council's ethical framework to ensure 
officers/Members operate within appropriate behavioural 
boundaries e.g. Equalities & standards 

25 Cash Handling 
Review the systems for the movement of cash or other assets 
outside of the buildings 

26 
Information 
Management Review the systems for safeguarding data and sharing 

27 Health & Safety 
Review of systems to safeguard the public, customers and 
employees  

28 Building Control Shared Service Review 
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Cheltenham Borough Council 
Audit Committee – 20 March 2013 
Internal Audit Monitoring Report 

 
 

Accountable member  Cabinet member corporate services – Councillor Walklett 
Accountable officer Head of Audit Cotswolds – Robert Milford 
Ward(s) affected All 
Key Decision  No  
Executive summary The council must ensure that it has sound systems of internal control that 

facilitate the effective management of all the council’s functions.  The work 
delivered by AuditCotswolds, the council’s internal audit service, is one of 
the control assurance sources available to the Audit Committee, the Senior 
Leadership Team and supports the work of the external auditor.   
 
The Annual Internal Audit Opinion presented to Audit Committee provides 
an overall assurance opinion at the end of the financial year. This Internal 
Audit Monitoring Report however is designed to give the Audit Committee 
the opportunity to comment on the work completed by the partnership and 
provide ‘through the year’ comment and assurances on the control 
environment.  
 

Recommendations The Audit Committee considers the report and makes comment on its 
content as necessary 

 
Financial implications There are no direct  financial implications arising from this report. 

 

Contact officer: Mark Sheldon, Chief Finance Officer                 
mark.sheldon@cheltenham.gov.uk,  
01242 264123 

Legal implications None specific arising from the report recommendation. 
Contact officer: Peter Lewis,  peter.lewis@tewkesbury.gov.uk, 01684 
272012 

HR implications 
(including learning and 
organisational 
development)  

No additional HR implications arising from this report. 
Contact officer: Julie McCarthy, HR Operations Manager   
julie.mccarthy@cheltenham.gov.uk,  
01242 26 4355 

Agenda Item 6
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Key risks That weaknesses in the control framework, identified by the audit activity, 
continue to threaten organisational objectives, if recommendations are not 
implemented. 

Corporate and 
community plan 
Implications 

“Internal Auditing is an independent, objective assurance and consulting 
activity designed to add value and improve organisation’s operations. It 
helps an organisation accomplish its objectives by bringing a systematic, 
disciplined approach to evaluate and improve the effectiveness of risk 
management, control and governance processes.” (Chartered Institute of 
Internal Auditing UK & Ireland).  
Therefore the internal audit activity impacts on corporate and community 
plans. 

Environmental and 
climate change 
implications 

One of the specialist skills now provided by the service is that of 
environmental auditing. This would therefore aid the Council in its 
environmental and climate change objectives. 
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1. Background 
1.1 The Annual Audit Plan was aligned with the corporate and service risks facing the Council as 

identified in consultation with the Senior Leadership Team and supported by such systems as the 
risk registers.  At the time of preparing the 2012/13 plan, the Councils Corporate Strategy 2010-
2015 was being reviewed and, as internal audit is there to help the organisation to achieve 
objectives, part of the plan has been aligned to elements of this strategy. However, to inform the 
audit plan we have also reviewed other key documents, such as the recently prepared Medium 
Term Financial Strategy, change programme agendas and updates to the business plan, many of 
which contain risk assessments.  

1.2 There is also a requirement to support the work of the External Auditor (formerly KPMG, now 
Grant Thornton). This is in the form of financial audits usually governed by the Joint Working 
Agreement, and the governance audits to support such activities as value for money. 

1.3 The audit plan also considered risks that may evolve during the year.  The consultation process 
has sought to identify these areas considering where internal audit could support and add value to 
the risk control process. This report identifies work we have completed in relation to the planned 
audit work. 

2. Reasons for recommendations 
2.1 The environment in which Cheltenham BC and other Local Authorities now operates has 

presented significant drivers for change. The continual effort to meet the organisational objectives 
within a constrained budget has resulted in core systems coming under review for change e.g. the 
GO Programme impacting on core financial systems, Shared Services impacting on core 
governance arrangements, etc. 

2.2 Therefore Internal Audit needs to be responding to the changing environment and the areas 
where the organisation now requires assurances. This prompts the requirement to move to a 
more flexible and risk based plan.  

2.3 It should also be recognised that the service is now a partnership so coordinating resources 
across multiple organisations is critical to the success of the partnership.  

2.4  This report highlights the work completed by internal audit and provides comment on the 
assurances provided by this work.   

3. Internal Audit Output 
3.1 The internal audit service commenced quarter 1 with reduced resources due to a gradual 

recruitment process to reduce the impact on management providing training. The service has 
successfully recruited two new staff, one assistant auditor and one internal auditor. There remains 
a vacancy for an internal auditor which will be filled from January 2013. However there is still the 
expectancy to complete the audit plan 2012/13 as planned and a contracted auditor has been 
used. 

3.2 Internal Audit has concluded the following audits: 

Audit Report status Assurance 

Performance Management & 
Strategic Commissioning 

Final Action arising* 
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Single Post Service Vulnerabilities 
& Workforce Capacity 
Management 

Final Health Check 

Grosvenor Terrace Refurbishment 
Project 

Consultancy  

Commissioning - General Consultancy  

Commissioning - Leisure & Culture Consultancy  

Commissioning - ICT Project Consultancy  

Commissioning - ICT Project (due 
diligence) 

Draft (Phase 
2) 

Risk review 

GO ICT Host CofE Security & 
Systems Admin 

Final (Interim) Report with Client 
Officer Group 

Investigation - ICT virus Final Exempt item 

Council Tax WIP  

Service Governance - GO & Ubico Draft  

Housing & Council Tax Benefit Draft  

Art Gallery & Museum Project Consultancy  

 

3.3       *The Performance Management & Strategic Commissioning review has resulted in a decision by 
management to conduct an audit facilitated meeting to generate an action plan to respond to the 
audit report. The Head of Audit Cotswolds will be advising management at the meeting. 

3.4 AuditCotswolds has also undertaken the following: 

• Audit provision for GO Shared Service  
• Audit provision for Ubico Ltd  
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• Audit Provision for Cheltenham Borough Homes 
 

3.5 The level of involvement the internal audit service has within the Cheltenham Borough Council 
change programmes is substantial but it is considered necessary when there is such a high level 
of risk with such significant changes being introduced. This is in line with the audit plan for 
2012/13. 

3.6  Further consultancy work was undertaken in relation to Counter Fraud. Internal Audit has a 
significant role in counter fraud work and as such the Head of Audit Cotswolds has been working 
with the Benefit Fraud Team at Cheltenham BC and other partner Councils to develop a more 
coordinated and proactive approach to counter fraud. In the March Audit Committee meeting 
there will be a Counter Fraud plan presented that outlines the 2013-14 approach to Counter 
Fraud work on a risk basis.   

 
Report author  Robert Milford, Head of Audit Cotswolds, 01242 775174, 

Robert.milford@cheltenham.gov.uk 
Appendices None  
Background information None 
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Cheltenham Borough Council 
Audit Committee – 20 March 2013 

 
Annual Risk Management Report 

 
Accountable member Cabinet Member Corporate Services, Councillor Jon Walklett 
Accountable officer Director Resources, Mark Sheldon 
Ward(s) affected None 
Key Decision Yes/No  
Executive summary The Audit Committee approved the current Risk Management Policy 

March 2012 and requested an annual report to provide Members with 
an update on the Council’s risk management activities 

Recommendations 1. To endorse the risk management work undertaken during 2012/13 
and for the 2013/14 planned developments.  

2. To approve the amendment to the Risk Management Policy and to 
consider if there is a need for any further improvements from 
April 2013. 

 
Financial implications The identification and assessment of financial risk is a key element in the 

process of managing the council’s financial exposure. The scorecard 
ensures a consistent approach and transparent methodology for assessing 
financial risk. 
The policy and risk management process is well embedded which helps to 
ensure robust management of financial risk.  
Contact officer: Mark Sheldon,  
Email; mark.sheldon@cheltenham.gov.uk, 
Tel; 01242 264123 

Legal implications None arising directly from the report. Sound risk management is essential 
to reduce/and or rebut legal challenges to decisions taken by the Council.  
Contact officer: Rose Gemmell,   
Email; rose.gemmell@tewkesbury.gov.uk,  
Tel; 01684 272014 

Agenda Item 7
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HR implications 
(including learning and 
organisational 
development)  

No direct HR implications in this report. 
Contact officer:  Donna Sheffield,  
Email; donna.sheffield@cheltenham.gov.uk,  
Tel; 01242 774972 

Key risks The lack of a robust approach to the management of risks and 
opportunities could result in ill-informed decision making and non-
achievement of the Council’s aims and objectives at both a strategic and 
service level. 

Corporate and 
community plan 
Implications 

 None 

Environmental and 
climate change 
implications 

None 

1. Background 
1.1 Risk management is the culture, process and structures that are directed towards effective 

management of potential opportunities and threats to the Council achieving its priorities and 
objectives. 

1.2 Risk management is a key element of the Council’s corporate governance framework. It is one 
of the six core principles of the Council’s Code of Governance - ‘taking informed transparent 
decisions which are subject to effective scrutiny and risk management’.  

1.3 In the past year, work has been completed to support the risk management process and help 
embed good practice across the Council.  

1.4 The Risk Management Policy was updated and approved by Audit Committee in March 2012. 
The policy confirmed the Council’s risk management appetite and objectives; links to the 
Council’s Corporate Plan; and provides guidance on risk management approach and scoring.  

1.5 The approach was rolled out to officers at Senior Leadership Team, Corporate Governance 
Group and at Divisional Management Team meetings. All policy, guidance and advice 
documents are available through the risk management page on the intranet. 

1.6 The Senior Leadership approved the introduction of an on-line web based risk management 
module which became operational in June.  This records all Corporate and Divisional risk which 
can be viewed by all employees and Members helping to make risk management more 
transparent. 

Strategic risk management  
1.7 The Risk Management Policy states the need for a formal review of the strategic risk register to 

identify risks associated with the achievement of the Council’s aims and objectives within the 
Corporate Strategy. The Corporate Strategy sets out our intended milestones, performance 
indicators and risks associated with the 11 outcomes. 

1.8 The register has a high-level dashboard that provides information on the risk scores, trends and 
profile. 
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1.9 The corporate risk register monthly review is led by the Senior Leadership Team with a report to 
Cabinet each quarter. A copy is also provided following SLT to Cabinet members to aide their 
discussions with Directors. A copy of the corporate risk register is attached at appendix 2  as 
approved by SLT. 

1.10 The new risk management module records all of the council’s corporate risks and divisional risks 
which are managed by Directors and their Service Managers.  Divisional risks with a score of 16 
or above are referred to the Senior Leadership to consider if they should be escalated to the 
Corporate Risk Register. 

1.11 As at 01/03/2013 there were 22 risks on the Corporate Risk Register and 102 on the Divisional 
registers. During the period from June 2012 to March 2013, fourteen corporate risks were 
deemed to have been managed to the point where they had become acceptable and closed or 
transferred by the Senior Management Team. 

Training  
1.12 As part of awareness training for officers, risk management presentations have been completed 

at Senior Leadership Team and Divisional Management Team meetings to promote the Risk 
Management Policy and approach.  

1.13 The risk awareness training was updated to reflect the new policy and scorecard and this is 
available to all employees and Members. 

1.14 Regular communiqués are issued to managers to promote risk management good practice. 
Planned Improvements 
1.15 The on-line risk management module can be developed further to include risks associated with 

key projects.  These risks are currently managed by the project manager and reported to the 
programme board, it is hoped that sufficient resources can be found to include these within the 
same reporting process for Corporate and Divisional risk.  

Policy review 
1.16 The Risk Management Policy (appendix 3) was reviewed and approved by the Audit Committee in 

March 2012 further consideration has been given for the need to make amendments and it is 
suggested that one amendment is required at paragraph 2.5 in relation to risks that are identified 
by commissioned or shared services providers. Members are asked if they have any further 
suggestions for amendments that they wish to include. 

2. Alternative options considered 
2.1 None 

3. Consultation and feedback 
3.1 The Senior Leadership Team and The Corporate Governance Group routinely consulted on the 

content of the risk registers. 
4. Performance management – monitoring and review 
4.1 The Senior Leadership Team and The Corporate Governance Group routinely monitor risks in 

line with the Risk Management Policy. 
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Report author Contact officer: Bryan  Parsons 
Email; bryan.parsons@cheltenham.gov.uk 
Tel; 01242 264189 

Appendices 1. Risk Assessment 
2. Corporate Risk Register 
3. Risk Management Policy 
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Risk Assessment                  Appendix 1  
 

The risk Original risk score 
(impact x likelihood) 

Managing risk 

Risk 
ref. 

Risk description Risk 
Owner 

Date raised Impact 
1-5 

Likeli- 
hood 
1-6 

Score Control Action Deadline Responsible 
officer 

Transferred 
to risk 
register 

 If the council does 
not have a robust 
and effective risk 
management 
approach to the 
management of 
risks and 
opportunities then 
it could result in ill-
informed decision 
making and non-
achievement of the 
Council’s aims and 
objectives at both 
a strategic and 
service level. 

Director 
Resources 

20/03/2013 4 2 8 Reduce Ensure that the 
Councils Risk 
management 
policy is kept up 
to date and that 
the processes 
supporting it are 
robust and 
delivered by 
delivered by the 
decision makers.   

31/3/2014 Corporate 
Governance, 
Risk and 
Compliance 
officer 

 

Explanatory notes 
Impact – an assessment of the impact if the risk occurs on a scale of 1-5 (1 being least impact and 5 being major or critical) 
Likelihood – how likely is it that the risk will occur on a scale of 1-6  
(1 being almost impossible, 2 is very low, 3 is low, 4 significant,  5 high and 6 a very high probability) 
Control - Either: Reduce / Accept / Transfer to 3rd party / Close 
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Cheltenham Borough Council 
Audit Committee – 20 March 2013 

 
Annual Governance Statement 2011-12, 

Significant Issues Action Plan 
Review 

 
 

Accountable member Councillor Jon Walklett, Cabinet member corporate services. 
Accountable officer Director Resources, Mark Sheldon. 
Ward(s) affected None 
Key Decision  No  
Executive summary At the Audit committee meeting in June 2012 it approved the Annual 

Governance Statement (AGS) for 2011-12 and recommended to Council 
that it be adopted as part of the statement of accounts. 
 
The AGS contained a Significant Issues Action Plan and this report 
identifies progress to improve upon these issues. 

Recommendations To note the progress that has been made against the actions and deadlines 
set, to consider the issues that remain outstanding and the mitigating action 
being taken. 

 
Financial implications Some of the issues raised in the action plan required funding to ensure a 

resolution to issues e.g. investment in ICT upgrades which was secured in 
the 2013/14 budget. No other financial implications arise from this report. 
Contact officer: Mark Sheldon – Director, Resources 
Email: mark.sheldon@cheltenham.gov.uk, 01242 264123 

Legal implications None arising from this report 
Contact officer: peter.lewis@tewkesbury.gov.uk, 01684 295010 

HR implications 
(including learning and 
organisational 
development)  

Relevant HR related issues identified in the action plan have been or are 
being dealt with by GO Shared Services 
Contact officer: Donna Sheffield – HR Business Partner                 
Email: donna.sheffield@cheltenham.gov.uk, 01242 774972 

Key risks None arising from this report 
Corporate and 
community plan 
Implications 

Good governance helps to deliver the Councils aspirations to be an 
excellent, efficient and sustainable Council.   
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Environmental and 
climate change 
implications 

None 

1. Background 
1.1 The Accounts and Audit (England) Regulations 2011 regulation 4(2) requires council’s to conduct 

an annual review of the effectiveness of its system of internal control, including the arrangements 
for the management of risk.  Following the review the Council must approve an annual 
governance statement. 

1.2 The Annual Governance Statement reflects on the outcome of that review and identifies any 
significant issues arising from it.  The Audit Committee recommended in June 2012 the approval 
of the AGS, noted the content of the Significant Issues Action Plan and asked for deadlines to be 
attributed to each of the issues with the intention that they be resolved before the end of the 
current financial year.  The Audit Committee also requested that a progress report be brought 
back for consideration. 

2. Reasons for recommendations 
2.1 The 2011/12 Significant Issues Action Plan (appendix 1) identified 7 issues of concern and these 

have been monitored and updated by the appropriate Service Manager and reviewed by the 
Corporate Governance group throughout the year.  

2.2 All but two of the issues are considered to have been addressed by the Service Managers at the 
time of writing this report; it hoped that by the end of the year one of these will also be resolved.   

2.3 The one issue that will still be outstanding is in relation to ICT business continuity testing.  There 
are a number of reasons as to why this remains under review including the:- 

• Development of a shared ICT service with Forest of Dean District Council (FoDDC) 
• Development of reciprocal business continuity arrangements with FoDDC 
• The relocation of the back-up server room at the depot to FoDDC 
• Additional investment in infrastructure, software and support resources. 

2.4 The ICT Manager estimates that the removal and relocation of ICT equipment from CBC to 
FoDDC and from the CBC depot to FoDDC will be completed by May 2013.  The development 
and testing of ICT business continuity plans will then commence, with the objective of having 
them completed by June 2013. 

2.5 These issues are due to be considered by the ICT Scrutiny Task Group meeting on Tuesday 12 
March and an update will be provided at this meeting. 

3. Alternative options considered 
3.1 None 
4. Consultation and feedback 
4.1 With the relevant Service Managers and the Corporate Governance Group. 

5. Performance management – monitoring and review 
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5.1 There will also be progress reviews undertaken by Internal Audit during 2013/14 to provide 
additional assurance reports to officers and the Audit Committee. 

5.2  

Report author Contact officer: Bryan Parsons 
Email; bryan.parsons@cheltenham.gov.uk,  
Tel; 01242 264189 

Appendices 1. Significant Issues Action Plan 
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Cheltenham Borough Council 
Audit Committee – 20 March 2013 

REGULATION OF INVESTIGATORY POWERS (RIPA) 
REVISED POLICY GUIDELINES 

 
Accountable member Councillor Jon Walklett, Cabinet member corporate services. 
Accountable officer Director Resources, Mark Sheldon. 
Ward(s) affected None 
Key Decision No  
Executive summary To update Audit Committee on the new Regulation Investigatory Powers 

Act. (RIPA) and codes of practice; to summarise the new duties and 
responsibilities this legislation places on local authorities, their officers and 
members; and to recommend amendments to the procedural guide to 
meet these. 

Recommendations 1. To note the changes to the RIPA process made by the Protection of 
Freedoms Act 2012; 

2. To agree the revised RIPA Policy Guidelines; and 
3. the designation of the nominated Executive Director as the Council’s 

Senior Responsible Officer for the purposes of RIPA. 
4. To recommend that Cabinet approve the Policy for immediate use. 

 
Financial implications There are no direct financial implications arsing from this report. Where 

initiated, the RIPA process may support the safeguarding of public funds. 
Contact officer:  Mark Sheldon 
Email: mark.sheldon@cheltenham.gov.uk, Tel: 01242 264123 

Legal implications The Council may, where it is necessary and proportionate, need to 
undertake surveillance. RIPA provides a legal framework for the control and 
regulation of surveillance and information techniques which public 
authorities undertake as part of their duties. The Council’s procedural guide 
will provide information and advice to those seeking authorisation and those 
officers granting authorisation. It will also provide the public with information 
about how the Council approaches the use of surveillance. 
Contact officer: sarah.farooqi@tewkesbury.gov.uk, 01684 272693 
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HR implications 
(including learning and 
organisational 
development)  

HR implications are only for those employees directly involved in dealing 
with surveillance ensuring that RIPA legislation is adhered to. 
Contact officer:  donna.sheffield@cheltenham.gov.uk, 01242 774972 

Key risks If surveillance is carried out without due regard to RIPA, Ministry of Justice 
Codes of Practice and the CBC procedural guidance then there are risks to 
an individual’s rights and to the councils reputation. 

Corporate and 
community plan 
Implications 

None 

Environmental and 
climate change 
implications 

None 

 
1. Background 
1.1 The Regulation of Investigatory Powers Act 2000 (RIPA) RIPA is the law governing the use of 

covert techniques by public authorities. 
1.2 It requires that when public authorities need to use covert techniques to obtain private information 

about someone, they do it in a way that is necessary, proportionate and compatible with human 
rights. 

1.3 Members will be aware from previous reports in respect of the Council’s use of RIPA powers, that 
it must have in place a system of authorising, recording and reviewing any surveillance that it 
carries out that is covered by the Act. 

RIPA AUTHORISATIONS 
1.4 The Council is included within the RIPA framework with regard to the authorisation of both 

directed surveillance and of the use of covert human intelligence sources (CHIS). The Council is 
only able to authorise surveillance under RIPA if it is for the purpose of preventing, or detecting 
crime or preventing disorder subject to the “serious offence test”. These are criminal offences 
punishable by a term of at least 6 months imprisonment or criminal offences relating to the under-
age sale of alcohol or tobacco. 

1.5 The Protection of Freedoms Act 2012 made a number of changes, amongst other things, to the 
RIPA process. From 1 November 2012, local authorities are required to obtain judicial approval 
from the Magistrates Court before they can use their existing RIPA powers. This applies to all 
local authority RIPA usage, including communications data, directed surveillance and covert 
human intelligence sources (CHIS). A judicial approval will also be required if authorisations are 
being renewed. 

1.6 The Council will still be required to maintain a central record of internal authorisations signed by 
authorised officers. However, the authorisation will not take effect until judicial approval has been 
granted. Approval can only be given if the Magistrate is satisfied that: 

• there were reasonable grounds for the authorising officer approving the application 
to believe that the surveillance/CHIS was necessary and proportionate and that 
those grounds remain; 
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• the authorising officer was of the correct seniority within the Council, at 
Cheltenham Borough Council these officers are either Executive Directors or 
Directors; 

• the granting of the authorisation was for the prescribed purpose, i.e. preventing or 
detecting crime and it satisfies the Serious Offence test for directed surveillance. 

1.7 The central record of authorisations will be held and maintained by the Governance Risk and 
Compliance officer who for the purposes of RIPA will be known as the RIPA Coordinator. 

SERIOUS OFFENCE TEST 
1.8 From 1 November 2012, the power to undertake surveillance is limited to offences that have a 

custodial sentence of 6 months or more. This is intended to restrict local authorities using 
surveillance inappropriately. The Council is still able to use RIPA powers for more serious criminal 
investigations such as benefit fraud, trading standards and licensing. However, in areas where the 
sentence is less than 6 months it will not be able to be used. The Act provides an exemption to 
this for under-age sales of tobacco and alcohol, which are punishable only by a fine. Because of 
the importance of directed surveillance in corroborating investigations into under-age sales of 
alcohol and tobacco, the test will not apply in these cases. 

1.9 It is recommended that the Borough Solicitor and Monitoring Officer be designated as the Senior 
Responsible Officer for the purposes of RIPA in accordance with the Home Office Covert 
Surveillance Code of Practice. It is considered good practice that a Senior Responsible Officer 
should be responsible for: 

• the integrity of the process in place within the Council to authorise directed 
surveillance; 

•   compliance with the legislation and the Code of Practice; 
• engagement with the commissioners and inspectors when they conduct their 

inspections; and 
• where necessary, overseeing the implementation of any post-inspection action 

plans recommended by the OSC. 
1.10 The day-to-day responsibility will continue to be vested in the Council‘s Governance, Risk and 

Compliance Officer as the RIPA Coordinator. 

REVISED RIPA POLICY GUIDELINES 
1.11 The Council last updated its RIPA Policy Guidelines in June 2011. The current RIPA Policy 

Guidelines have been reviewed in light of legislative changes to the RIPA process.  
1.12 A copy of the revised RIPA Guidance is attached at Appendix 2. The changes take account of the 

recently published Home Office guidance on the judicial approval process. They also include 
guidance to officers in relation to surveillance deemed to be outside of RIPA. 

2. Reasons for recommendations 
2.1 The terms of reference for the Audit Committee require it to consider the reports of external audit 

and inspection agencies and monitor management action in response to the issues raised.  
2.2 If authorisation is given for the use of RIPA then a briefing informing the Audit Committee of what 

action has been taken will be made as soon as possible.  It should be noted that the Council use 
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these powers very sparingly and only when there is no other alternative. The last time Directed 
Surveillance was authorised was in 2009. 

3. Alternative options considered 
3.1 None 

4. Consultation and feedback 
4.1 The Corporate Governance Group, Audit Cotswold and officers involved in investigation and 

surveillance activities work have been consulted.  Advice has also been sought from One Legal.  

5. Performance management –monitoring and review 
5.1 There will be reports to the Audit Committee on the use of RIPA.  

Report author Contact officer: Bryan Parsons 
Email: bryan.parsons@cheltenham.gov.uk, Tel: 01242 264189 

Appendices 1. Risk Assessment 
2. RIPA guidance 
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Risk Assessment                  Appendix 1  
 

The risk Original risk score 
(impact x likelihood) 

Managing risk 

Risk 
ref. 

Risk description Risk 
Owner 

Date raised Impact 
1-5 

Likeli- 
hood 
1-6 

Score Control Action Deadline Responsible 
officer 

Transferred to 
risk register 

 If surveillance is carried 
out without due regard to 
RIPA, Codes of Practice 
and the CBC procedural 
guidance then there are 
risks to an individual’s 
rights and to the 
Councils reputation. 

Borough 
Solicitor 

20/03/2013 4 2 8 Accept • Put in place 
effective 
management and 
guidance.  

• Promote the 
guidance with 
Service managers 
and investigation 
staff.  

Ongoing  Borough 
Solicitor 

 

            
            
            
            
Explanatory notes 
Impact – an assessment of the impact if the risk occurs on a scale of 1-5 (1 being least impact and 5 being major or critical) 
Likelihood – how likely is it that the risk will occur on a scale of 1-6  
(1 being almost impossible, 2 is very low, 3 is low, 4 significant, 5 high and 6 a very high probability) 
Control - Either: Reduce / Accept / Transfer to 3rd party / Close 
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Forward:  
 
This revised guidance reflects two significant legislative changes. 
 

1. Approval of  RIPA Authorisations by a Justice of the Peace: The amendments in 
the Protection of Freedoms Act 2012 mean that the authorisations and notices under 
RIPA for the use of particular covert techniques can only be given effect once an 
order approving the authorisation or notice has been granted by a Justice of the 
Peace (JP). 

 
2. Directed surveillance crime threshold: Amendments to the Regulation of 

Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) 
Order 2010 means that we can only grant an authorisation under RIPA for the use of 
directed surveillance when investigating particular types of criminal offences. These 
are criminal offences which attract a maximum custodial sentence of six months or 
more or criminal offences relating to the underage sale of alcohol or tobacco. 

 
This guidance provides advice on how Cheltenham Borough Council can best approach 
these changes in law and the new arrangements that need to be put in place to implement 
them effectively. It is supplementary to the legislation and to the statutory Codes of Practice. 
If there any doubts about the guidance then the RIPA coordinator or One Legal should be 
consulted.  
 
This guidance is intended for investigation officers that may use covert techniques, including 
Environmental Health, Benefit Fraud Officers and Enforcement Officers. However, it will also 
be of use to authorising officers and designated persons and to those who oversee the use 
of investigatory techniques including elected members. 
 
Surveillance outside of RIPA 
There may be a necessity for the Council to undertake surveillance which does not meet the 
criteria to use the RIPA legislation such as in cases of serious disciplinary investigations or 
for overt operations this guidance provides some advice on the process for those situations.   
 
The Council must still meet its obligations under the Human Rights Act and any surveillance 
outside of RIPA must still be necessary and proportionate having taken account of the 
intrusion issues.  The decision making process and the management of such surveillance 
must be well documented  
 
There is a requirement for the Council’s Senior Responsible Officer (SRO) to regularly 
monitor surveillance outside of RIPA. Therefore before any such surveillance takes place 
advice must be sought from Legal Services. 
 
The Human Rights Act means that the Council by law has to respect the rights of everyone.  
In particular Article 8 guarantees everyone the right to respect for their private and family life, 
their home and correspondence.  This right can only be interfered with when the interference 
is in accordance with the law and necessary.  RIPA provides the framework for public 
authorities to carry out surveillance and the lawful means whereby rights can be infringed by 
the Council.   
 
Cheltenham Borough Council undertakes to use these powers in line with the law, only when 
necessary and proportionately. 
 
Steve Jordan.  Leader. 
Cheltenham Borough Council
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1 INTRODUCTION 
  
1.1 RIPA presents some difficult judgments which must be made from time to time. 

Whilst individual services can and do operate their own procedures, this is an issue 
which affects the Council corporately and staff will never be criticised for seeking 
advice.  

  
1.2  The first point to emphasise is that any person who is unsure about whether to 

seek authorisation or unsure about whether to issue an authorisation, must seek 
immediate advice before acting. For those seeking authorisation, advice may 
initially be sought from their line manager, but it is always appropriate to seek the 
advice of a member of One Legal. RIPA is a piece of legislation with serious human 
rights implications whenever it is engaged. The Council is concerned about an 
individual’s rights, but it is also concerned to guard against serious reputational risk. 

  
1.3 The purpose of this document is to ensure that the Council complies with the 

Regulation of Investigatory Powers Act 2000 (RIPA).   
  
1.4 This document provides guidance on the regulation of any covert surveillance that 

is carried out by council officers. This includes the use of undercover officers, 
informants and private investigators and other agents of the Council.  

  
1.5 Any covert surveillance will have to be authorised and conducted in accordance 

with  RIPA, the statutory codes of practice and this Guide and shall only be for one 
of the purposes set out in this Guide and for a purpose which the Council is legally 
required or empowered to investigate as part of its functions. 

  
1.6 Covert surveillance will only be used by the Council where it judges such use to be 

necessary and proportionate to the seriousness of the crime or matter being 
investigated,  

  
1.7 Before requesting authorisation Investigating Officers will have regard to this 

document and the statutory Codes of practice issued under section 71 RIPA.  The 
Codes of practice are available from the RIPA Co-ordinator and direct from the 
Office of Surveillance website at http://www.surveillancecommissioners.gov.uk/ or 
the Home Office at http://security.homeoffice.gov.uk/ripa/. 

  
1.8 Before authorising covert surveillance Authorising Officers will have regard to this 

Guide and the statutory Codes of Practice.  The Codes of Practice are available 
from the Home Office, CBC RIPA Co-ordinator and direct from the Office of 
Surveillance website or the Home Office. 

  
1.9 Authorising Officers will have to consider whether it is necessary and proportionate 

for Investigating Officers to undertake covert surveillance and whether it is possible 
to obtain the evidence through other means. The role of the authorising officer is 
covered in greater detail within paragraph 4.2. 

  
1.10 Authorising Officers must give detailed consideration to the risk of collateral 

intrusion i.e. the risk of intruding into the privacy of others while watching someone 
else. This consideration and how the intrusion should be reduced and managed will 
need to be recorded within the application form. 

  
1.11 There must be no situation where a council officer engages in covert surveillance 
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without obtaining authorisation in accordance with the procedures set out in this 
document, the statutory Codes of Practice and from RIPA. 

  
1.12 Any queries concerning the content of the document should be addressed to the 

RIPA Co-ordinator (Governance, Risk and Compliance officer CBC). 
  
 
2 THE REGULATION OF INVESTIGATORY POWERS ACT (RIPA)  
  
2.1 The background to RIPA 
  
 RIPA provides a legal framework for the control and regulation of surveillance and 

information techniques which public authorities undertake as part of their duties.  As 
was highlighted in the introduction to the Guide the need for such control arose as a 
result of the Human Rights Act 1998.  Article 8 of the European Convention on 
Human Rights states that:- 

  
 1) Everyone has the right of respect for his private and family life, his home and his 

correspondence. 
  
 2) There shall be no interference by a public authority with the exercise of this right 

except such as in accordance with the law and is necessary in a democratic society 
in the interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health and 
morals or for the protection of the rights and freedoms of others. 

  
2.1.1 The right under Article 8 is a qualified right and authorities can interfere with this 

right for the reasons given in paragraph 2 of Article 8. RIPA provides the legal 
framework for lawful interference.  

  
2.2 The scope of this Guide 
  
2.2.1 This Guide intends to cover the surveillance and information gathering techniques 

which are most likely to be carried out by the Council. 
  
2.2.2 Neither RIPA nor this Guide covers the use of any overt surveillance, general 

observation that forms part of the normal day to day duties of officers, the use of 
equipment to merely reinforce normal sensory perception such as binoculars or 
circumstances where members of the public who volunteer information to the 
Council. 

  
2.2.3 RIPA does not normally cover the use of overt CCTV surveillance systems since 

members of the public are aware that such systems are in place. 
  
2.2.4 There may however be times when the Council uses CCTV for a specific 

investigation or operation.  This Guide does not cover in detail the use of 
surveillance via the Town Centre CCTV system.  In such cases authorisation for 
directed surveillance may be required.  If the CCTV is to be used for surveillance, 
Investigating Officers should consult and adhere to the provisions of RIPA and the 
Cheltenham Town Centre Closed Circuit Television Operating Procedures and the 
Cheltenham Town Centre Closed Circuit Television Codes of practice jointly set up 
by Cheltenham Borough Council and Gloucestershire Constabulary. 

  
2.2.5 If an Investigating Officer envisages using any other CCTV system they should 

contact the RIPA Co-ordinator concerning any clarification on the administrative 
process or seek legal advice from One Legal before they conduct any surveillance. 
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2.3 Consequences of not following RIPA 
  
2.3.1 Section 27 of RIPA provides that surveillance shall be lawful for all purposes if 

authorised and conducted in accordance with an authorisation granted under RIPA. 
  
2.3.2 Lawful surveillance is exempted from civil liability.  
  
2.3.3 Although not obtaining authorisation does not make the authorisation unlawful 

per se, it does have some consequences: - 
  
i. Evidence that is gathered may be inadmissible in court; 
  
ii. The subjects of surveillance can bring their own proceedings or defeat proceedings 

brought by the Council against them on human rights grounds i.e. we have infringed 
their rights under Article 8; 

  
iii. If a challenge under Article 8 is successful the Council could face a claim for 

financial compensation; 
  
iv. A complaint could be made to the Office of Surveillance Commissioners; and 
  
v. The Government has also introduced a system of tribunal. Any person who believes 

that their rights have been breached can have their complaint dealt with by way of a 
tribunal. 

  
2.4 The Surveillance Commissioner  
  
2.4.1 The Government has appointed a Surveillance Commissioner to review the way in 

which public authorities implement the requirements of RIPA.  The Commissioner 
has a wide range of powers of access and investigation.  The Council will receive 
periodic visits from the Office of the Surveillance Commissioners.  They will check to 
see if the Council is complying with RIPA. 

  
2.4.2 It is important that the Council can show it complies with this Guide and with the 

provisions of RIPA. 
 
3 COVERT SURVEILLANCE  
  
 There are three categories of covert surveillance: - 

 
1. Directed Surveillance; 
2. Covert Human Intelligence Sources; and 
3. Intrusive surveillance (Local Authorities are not permitted to carry out 

intrusive surveillance but the information is included in this procedural 
guide to avoid inadvertent use of intrusive surveillance. Intrusive 
surveillance is defined in RIPA as surveillance in respect of anything taking 
place on residential premises or in a private vehicle, involving the presence 
of an investigator on those premises/vehicles or carried out through a 
surveillance device. 

  
3.1 Directed Surveillance (DS) 
  
3.1.2 The majority of covert surveillance that will be undertaken by the Council will fall 

under the heading of Directed Surveillance (DS). 
  
3.1.3 DS is defined as surveillance which is covert, but not intrusive, and is undertaken:   
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a) For the purpose of a specific investigation or operation 
  
b) In such a manner as it is likely to result in obtaining private information about a 

person (whether or not that person is the target of the investigation or operation) 
and 

  
c) In a planned manner and not by way of an immediate response, whereby it would 

not be reasonably practicable to obtain an authorisation prior to the surveillance 
being carried out. 

  
3.1.4 It is irrelevant where the subject of the DS is being observed. 
  
3.1.5 If you intend to instruct an agent to carry out the DS the agent must complete and 

sign the form marked "agent's agreement form" contained in Appendix C. The 
agent will be subject to RIPA in the same way as any employee of the Council 
would be. They may also be inspected by the OSC in respect of that particular 
operation.  This should be pointed out during the instruction and contract stage.  If 
advice is required please contact One Legal. 

  
3.1.6 The flow chart in Appendix D provides guidance on the council’s procedure for 

making an application to a Justice of the Peace (JP) seeking an order to approve 
the grant of a RIPA authorisation or Notice.  

  
3.2 Covert Human Intelligence Sources (CHIS) 
  
 This involves the establishment or maintenance of a personal or other relationship 

with a person for the covert purpose of obtaining or disclosing private information. 
A CHIS is a person who: -  

  
a) S/He establishes or maintains a personal or other relationship with a person for the 

covert purpose of facilitating the doing of anything falling within paragraph b) or c); 
  
b) S/He covertly uses such a relationship to obtain information or to provide access to 

any information to another person; or 
  
c) S/He covertly discloses information obtained by the use of such a relationship or 

as a consequence of the existence of such a relationship. 
  
3.2.1 A relationship is established or maintained for a covert purpose if and only if it is 

conducted in a manner that is calculated to ensure that one of the parties to the 
relationship is unaware of the purpose. 

  
3.2.2 A relationship is used covertly, and information obtained is disclosed covertly, if 

and only if the relationship is used or the information is disclosed in a manner that 
is calculated to ensure that one of the parties to the relationship is unaware of the 
use or disclosure in question. 
 

3.2.3 Covert human intelligence sources may only be authorised if the following 
arrangements are in place: 
 

 • that there will at all times be an officer within the council who will have day to day 
responsibility for dealing with the source on behalf of the authority, and for the 
source’s security,  (the handler) the investigation officer 
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 • that there will at all times be another officer within the council who will have 
general oversight of the use made of the source; (controller) i.e. the responsible 
line manager. 
 

 • that there will at all times be an officer within the council who has responsibility 
for maintaining a record of the use made of the source; and 
 

 • that the records relating to the source maintained by the council  will always 
contain particulars as laid down by the Covert Human Intelligence Sources codes 
of practice  

  
3.2.4 Legal advice should always be sought where consideration is given to the use of 

CHIS. 
  
3.2.5 Special consideration must be given to the use of vulnerable individuals for CHIS. 

A ‘vulnerable individual’ is a person who is or may be in need of community care 
services by reason of mental or other disability, age or illness and who is or may 
be unable to take care of himself, or unable to protect himself against significant 
harm or exploitation. Any individual of this description, or a juvenile as defined 
below, should only be authorised to act as a source in the most exceptional 
circumstances and only then when authorised by the Chief Executive (or, in his 
absence, the Deputy Chief Executive). 

  
3.2.6 Before you undertake any surveillance involving a vulnerable individual (CHIS) 

you must consult One Legal before authorisation is sought.  
  
3.2.7 Special safeguards also apply to the use or conduct of juvenile sources; that is 

sources under the age of 18 years. On no occasion should the use or conduct of a 
source under 16 years of age be authorised to give information against his parents 
or any person who has parental responsibility for him.  

  
3.2.8 In other cases, authorisations should not be granted unless the special provisions 

contained within The Regulation of Investigatory Powers (Juveniles) Order 2000; 
SI No. 2793 are satisfied. Authorisations for juvenile sources should be granted by 
Chief Officers. Before you undertake any surveillance involving a juvenile you 
must consult the RIPA Co-ordinator concerning any clarification on the 
administrative process or seek legal advice from One Legal.   

  
3.2.9 If you intend to instruct an agent to be the CHIS, the agent must complete and sign 

the form marked "agent's agreement form" contained in Appendix C. The agent will 
be subject to RIPA in the same way as any employee of the Council would be. 
They may also be inspected by the OSC in respect of that particular operation.  
This should be pointed out during the instruction and contract stage.  If advice is 
required please contact either the RIPA Co-ordinator or One Legal. 

  
3.2.10 The flow chart in Table 1 below provides guidance on the council’s procedure for 

making an application to a Justice of the Peace seeking an order to approve the 
grant of a RIPA authorisation or Notice. 
 
Table 2 is a copy of the guidance provided to JP/Magistrate s on the process for 
dealing with an application from the council. 
 
Appendix E provides additional information about the process the RIPA application 
and authorisation process by a JP/Magistrate  
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Table 1: 
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Table 2 
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3.3 Intrusive surveillance 
  
 Intrusive surveillance is defined as covert surveillance that: - 
  
a) is carried out in relation to anything taking place on any residential premises or in 

any private vehicle; and 
  
b) involves the presence of any individual on the premises or in the vehicle or is 

carried out by means of a surveillance device. 
  
c) If the device is not located on the premises or in the vehicle, it is not intrusive 

surveillance unless the device consistently provides information of the same 
quality and detail as might be expected to be obtained from a device actually 
present on the premises or in the vehicle. Operatives will need to be aware of 
using high powered zoom lenses or CCTV that may fall into this category. 
 
Any car park where Automated Number Plate Recognition (ANPR) is installed for 
either payment or enforcement purposes or it is intended to use that equipment to 
monitor a particular vehicle or person beyond that purpose then the use of RIPA 
legislation should be considered. 

  
3.3.1 Local authorities are not authorised to conduct intrusive surveillance 
  
3.3.2 If you are considering conducting surveillance and the surveillance might fall within 

the scope of intrusive surveillance you must contact the RIPA Co-ordinator 
concerning any clarification on the administrative process or seek legal advice 
from One Legal before you undertake any surveillance. 

  
 
4 PROCEDURE FOR OBTAINING AUTHORISATIONS 
4.1 The Senior Responsible Officer:- 
  
 Role: 
  
4.1.1 The nominated Executive Director is the Senior Responsible Officer   (SRO) with 

responsibilities for: 
 

  
4.1.2 (a) ensuring the integrity of the Council’s RIPA processes; 

 
(b) ensuring compliance with RIPA legislation and the Home Office RIPA Codes 

of practice; 
 

(c) engaging with the OSC when its inspector conducts an inspection; 
 

(d) overseeing the implementation of any post – inspection plans; 
 

(e) ensuring that all Authorising Officers are of an appropriate standard in light 
of any recommendations made by the OSC inspection reports; 

 
(f) ensuring that concerns are addressed, where OSC inspection reports 

highlight 
 

(g) concerns about the standards of Authorising Officers. 
 

(h) must regularly monitor covert surveillance activity which takes place outside 
of RIPA as mentioned in the OSC Procedures and Guidance document. 
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4.2 Authorising Officers 
  
4.2.1 The role of the Authorising Officers is to authorise, review, renew and cancel 

directed surveillance.  
 

4.2.2 Authorising Officers should not be responsible for authorising investigations or 
operations in which they are directly involved. Where an Authorising Officer 
authorises such an investigation or operation the Central Record of Authorisations 
should highlight this and it should be brought to the attention of a Commissioner or 
Inspector during their next inspection.  
 

4.2.3 The Regulation of Investigatory Powers (Directed Surveillance and Covert Human 
Intelligence Sources) Order 2010 prescribes that for local authorities the Authorising 
Officer shall be a Director, Head of Service, Service Manager or equivalent as 
distinct from the officer responsible for the conduct of an investigation.  

  
4.2.4 A designated Authorising Officer must qualify both by rank and by competence. 

Officers who wish to be designated must have been trained to an appropriate level 
so as to have an understanding of the Act and the requirements that must be 
satisfied before an authorisation can be granted. 
 
Appendix A lists the officers within the Council who can grant authorisations all of 
which are at Strategic or Director level. 

  
4.2.5 Authorisations must be given in writing by the Authorising Officer. They must 

complete the relevant section on the application form.  They must believe the 
surveillance is proportionate to what it seeks to achieve, taking into account the 
collateral intrusion issues, and that the level of the surveillance is appropriate to 
achieve the objectives.   

  
4.2.6 If any equipment such as covert cameras, video cameras is to be used, the 

Authorising Officer should know the capability of the equipment before Authorising 
its use.  This will have an impact on collateral intrusion, necessity and 
proportionality. They should not rubber-stamp a request.  It is important that they 
consider all the facts to justify their decision.  They may be required to justify their 
actions in a court of law or some other tribunal. 

  
4.2.7 Authorising Officers are also responsible for carrying out regular reviews of 

applications which they have authorised and also for the cancellation of 
authorisations. 

  
4.2.8 Authorised Officers must acquaint themselves with the relevant Codes of Practice 

issued by the Home Office regarding RIPA and the latest Procedures and Guidance 
from the Office of Surveillance Commissioner (OSC).  This latter document details 
their latest guidance to be followed and Authorising Officers are required to hold 
their own copy. 
 

4.3 Authorising Officers – What you need to do before authorising surveillance 
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4.3.1 Before giving authorisation an Authorising Officer must be satisfied that the reason 
for the request is for the prevention and detection of crime and that the crime 
attracts a custodial sentence of a maximum of 6 months or more (Appendix D 
Flowchart, or is an offence relating to the underage sale of alcohol or tobacco under 
sections 146, 147 or 147A of the Licensing Act 2003 or section 7 of the Children 
and Young Persons Act 1933. one of the permitted reasons under the Act and 
permitted under the Regulation of Investigatory Powers (Directed Surveillance and 
Covert Human Intelligence Sources) Order 2003 i.e. 

 • the desired result of the covert surveillance cannot reasonably be achieved 
by other means 

 • the risks of collateral intrusion have been properly considered, whether the 
reason for the surveillance is balanced proportionately against the risk of 
collateral intrusion 

 • there must also be consideration given to the possibility of collecting 
confidential personal information. If there is a possibility of collecting 
personal information the matter should be passed to the Chief Officer for 
consideration 

 
4.3.2 An Authorising Officer must also be satisfied the surveillance in each case is 

necessary and proportionate in those particular circumstances.  
 

This is defined as: 
 

Necessity 
• Obtaining an authorisation under the 2000 Act, the 1997 Act and 1994 Act 

will only ensure that there is a justifiable interference with an individual’s 
Article 8 rights if it is necessary and proportionate for these activities to take 
place.   The 2000 Act first requires that the person granting an authorisation 
believe that the authorisation is necessary in the circumstances of the 
particular case for one or more of the statutory grounds in section 28(3) of 
the 2000 Act for directed surveillance and in section 32(3) of the 2000 Act for 
intrusive surveillance. 

 
• The applicant and Authorising Officers must also be able to demonstrate that 

there were no other means of obtaining the same information in a less 
intrusive method. 

 
Proportionality 

• Then, if the activities are necessary, the person granting the authorisation 
must believe that they are proportionate to what is sought to be achieved by 
carrying them out.  This involves balancing the intrusiveness of the activity 
on the target and others who might be affected by it against the need for the 
activity in operational terms.  The activity will not be proportionate if it is 
excessive in the circumstances of the case or if the information which is 
sought could reasonably be obtained by other less intrusive means.  All such 
activity should be carefully managed to meet the objective in question and 
must not be arbitrary or unfair. 
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4.3.3 The codes provide guidance relating to proportionality which should be considered 
by both applicants and Authorising Officers: 
 
• balancing the size and scope of the proposed activity against the gravity and 

extent of the perceived crime or offence; 
• explaining how and why the methods to be adopted will cause the least 

possible intrusion on the subject and others;  
• considering whether the activity is an appropriate use of the legislation and a 

reasonable way, having considered all reasonable alternatives, of obtaining 
the necessary result; 

• evidencing, as far as reasonably practicable, what other methods had been 
considered and why they were not implemented. 

 
4.3.4 When the Authorising Officer has considered if the surveillance is necessary and 

proportionate they must complete the relevant section of the form explaining why in 
his/her opinion the surveillance is necessary and proportionate. 

  
4.3.5 The applicant will now be required to complete the relevant forms and attend 

Magistrates’ Court to seek a JP’s approval  (see Appendices D,E or G on the RIPA 
Application and Authorisation Process)  
Appendix I provides the contact details for Her Majesty’s Courts and Tribunal 
Service 
 

  
4.4 Investigating Officers – What you need to do before applying for authorisation 
  
4.4.1 Investigating Officers should think about the need to undertake DS or CHIS before 

they seek authorisation.  Investigating Officers need to consider whether they can 
obtain the information by using techniques other than covert surveillance.  There is 
nothing that prevents an Investigating Officer discussing the issue of surveillance 
beforehand.  

  
4.4.2 Appendix E provides guidance on the procedure for making an application to a 

Justice of the Peace seeking an order to approve the grant of a RIPA authorisation 
or Notice. 

  
4.4.3 The person seeking the authorisation should complete the application form having 

regard to the guidance given in this Guide and the statutory Codes of Practice.  If 
the situation is urgent, verbal authorisation should be obtained from the appropriate 
Authorising Officer. Urgent oral authorisation will cease to have effect after 72 hours 
unless cancelled or renewed (or replaced by the standard application for 
authorisation). The Codes of practice offer guidance on when an application should 
be considered urgent. 

  
4.4.4 The form should then be submitted to the Authorising Officer for authorisation. 
  
 
5 DURATION, REVIEW, RENEWAL AND CANCELLATION OF AUTHORISATIONS 
  
5.1 Duration 
  
5.1.1 Directed Surveillance (DS) authorisations will cease to have effect after three months 

from the date of approval unless renewed or cancelled. 
  

Page 87



16 

5.1.2 Authorisations should be given for the maximum duration but reviewed on a regular 
basis and formally cancelled when no longer needed. 
 

  
5.1.3 CHIS authorisations will cease to have effect after twelve months from the date of 

approval. 
  
5.1.4 Investigating Officers should indicate within the application the period of time that 

they estimate is required to carry the surveillance, this will be proportionate to the 
objectives of the investigation and give due consideration to collateral intrusion 

  
5.1.5 For CHIS authorisations, legal advice must be sought, particularly those that involve 

the use of juveniles (for which the duration of such an authorisation is one month 
instead of twelve months). 

  
5.1.6 It is the responsibility of the Investigating Officer to make sure that the authorisation 

is still valid when they undertake surveillance. 
  
5.2 Review 
  
5.2.1 An Investigating Officer must carry out a regular review of authorisations.  If an 

authorisation is no longer required or considered to be no longer necessary or 
proportionate it must be cancelled. 

  
5.2.2 The results of any review must be included on the review form Appendix B 
  
5.2.3 The Authorising Officer also has a duty to review authorisations that have been 

granted when it is necessary or practicable to do so. Particular attention should be 
given to authorisations involving collateral intrusion or confidential material. 

  
5.2.4 The Authorising Officer should keep a copy of the review form and a copy should be 

given to the Investigating Officer.  The original copy of the review form must also be 
sent to the RIPA Co-ordinator. 

  
5.3 Renewals 
  
5.3.1 An Investigating Officer must ask an Authorising Officer to grant a renewal of an 

authorisation before it would cease to have effect.  The approval of a Justice of the 
Peace (JP) is required prior to undertaking any covert activity as detailed within the 
renewal form (Appendix B) authorised by the Authorising Officer for a renewal to 
take affect. 

  
5.3.2 Applications for renewals should not be made until shortly before the original 

authorisation period is due to expire but the applicant must take account of factors 
which may delay the renewal process (e.g. intervening weekends or the availability 
of the relevant Authorising Officer and a JP to consider the application). 
 

5.3.3 Applications for renewal must not be made more than 3 working days before the 
authorisation is due to expire. 

  
5.3.4 A renewal can last for up to three months, effective from the date that the previous 

authorisation would ceased to have effect. 
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5.3.5 An Authorising Officer can grant more than one renewal as long as the request for 
authorisation still meets the requirements for authorisation.  An Authorising Officer 
must still consider all of the issues that are required for a first application before a 
renewal can be granted. Each renewal will need the approval of a JP. 

  
5.3.6 
 

If the reason for requiring authorisation has changed from its original purpose it will 
not be appropriate to treat the application as a renewal.  The original authorisation 
should be cancelled and a new authorisation should be granted. 

  
5.3.7 An application for a renewal must be completed on the appropriate form. 

Appendix B  
  
5.3.8 The Authorising Officer and applicant should retain a copy of the renewal and the 

judicial application / order form.  A copy of the original renewal form and the judicial 
application/order form must also be sent to the RIPA Co-ordinator for the Central 
Register 

  
5.4 Cancellations 
  
5.4.1 If the reason for requiring the authorisation no longer exists, the authorisation must 

be cancelled and in any event as soon as the operation for which an authorisation 
was sought ceases to be necessary or proportionate.  This applies to both original 
applications and renewals. 

  
5.4.2 Authorisations must also be cancelled if the surveillance has been carried out and 

the original aim has been achieved. 
  
5.4.3 As soon as the decision is taken that directed surveillance should be discontinued, 

the applicant or other investigating officer involved in the investigation should inform 
the Authorising Officer.  The Authorising Officer will formally instruct the 
investigating officer to cease the surveillance, noting the time and date of their 
decision.  This will be required for the cancellation form Appendix B. The date and 
time when such an instruction was given should also be recorded in the central 
record of authorisations. 

  
5.4.4 The Investigating Officer submitting the cancellation should complete in detail the 

relevant sections of the form and include the period of surveillance and what if any 
images were obtained and any images containing third parties.  The Authorising 
Officer should then take this into account and issues instructions regarding the 
management and disposal of the images etc. 

  
5.4.5 Authorisations must also be cancelled if the surveillance has been carried out and 

the original aim has been achieved. Authorising Officers will ensure that 
authorisations are set to expire at the end of the appropriate statutory period. 

  
5.4.3 An authorisation must be cancelled by using the form in Appendix B. An 

Investigating Officer should complete the details required on the first page, sections 
1 and 2 of the cancellation form. The form should then be submitted to the 
Authorising Officer who will complete sections 3, 4 and 5. 

  
5.4.4 It is the responsibility of the Investigating and Authorising Officers to monitor their 

authorisations and cancel them where appropriate. 
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5.4.5 The Authorising Officer should keep a copy of the cancellation form and a copy 
should be given to the Investigating Officer.  A copy of the original cancellation form 
must also be sent to the RIPA Co-ordinator. 

  
5.4.6 Authorising Officers must review upon cancellation of an application whether or not 

the objectives were achieved. Any issues identified by the review will be reported to 
the senior responsible officer. 

  
5.5 Review of Policy and Procedure 
  
i The Audit Committee will receive reports following the use of RIPA. Those reports 

will contain information on; 
- Where and when the powers had been used 
- The objective 
- The authorisation process 
- The job title of the Authorising Officer 
- The outcome including any legal court case 
- Any costs 

  
ii The Corporate Governance Group will review any use of RIPA and report to Audit 

Committee on an annual basis. 
  
 
6 THE RIPA CO-ORDINATOR 
  
6.1 Role 
  
6.1.1 All original applications for authorisations and renewals including those that have 

been refused must be passed to the RIPA Co-ordinator as soon as possible after 
their completion with copies retained by the Authorising Officer and the Applicant. 

  
6.1.2 All cancellations must also be passed to the RIPA Co-ordinator.  
  
6.1.3 The RIPA Co-ordinator will: - 
  

i.. Keep the copies of the forms for a period of at least 3 years; 
  

ii.. Keep a register of all of the authorisations, renewals and cancellations; and Issue 
the unique reference number. 

  
iii.. Keep a database for identifying and monitoring expiry dates and renewal dates. 
  

iv. Along with, Directors, Service Managers, Authorising Officers, and the Investigating 
Officers must ensure that any electronic and paper records relating to a RIPA 
investigation are used, retained or destroyed in line with the Councils Information 
Management policies, departmental retention schedules and the Data Protection 
Act 1998. (DPA) 

  
v. Provide administrative support and guidance on the processes involved. 
  

vi. Not provide legal guidance or advice. 
  

vii.. Monitor the authorisations, renewals and cancellations so as to ensure consistency 
throughout the Council; 
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viii.. Monitor each department's compliance and act on any cases of non compliance; 
  

ix.. Provide training and further guidance on and awareness of RIPA and the provisions 
of this Guide; and 

  
x.. Review the contents of the Guide. 
  

6.1.4 It is however the responsibility of the Investigating Officer, the Authorising Officer 
and the Senior Responsible Officer to ensure that: -  

  
i. Authorisations are only sought and given where appropriate; 
  
ii. Authorisations are only sought and renewed where appropriate; 
  
iii. Authorisations are cancelled where appropriate; and 
  
iv. They act in accordance with the provisions of RIPA. 
 
 

 
7.0 Legal advice 
  
i One Legal will provide legal advice to staff making, renewing or cancelling 

authorisations 
  
ii Requests for legal advice will be in writing and copied to the RIPA Co-ordinator to 

keep on file 
  
iii Reponses to requests for legal advice will be in writing and copied to the RIPA 

coordinator to keep on file. 
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APPENDIX A 
 
Designated Officers 

 
 
The following officers are the Senior Responsible Officer and the Authorising Officers for the 
purposes of RIPA 
 
Senior Responsible Officer 
 
Executive Director Pat Pratley 
 
Authorising Officers 
 
Chief Executive;  Andrew North, Executive Director G Lewis, 
Director Resources; M Sheldon. 
Where the guidance states the Senior Responsible Officer but is unavailable then the Chief 
Executive will undertake the duties of the Senior Responsible Officer.  
 
RIPA Co-ordinator 
Corporate Governance, Risk and Compliance Officer. B Parsons   
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APPENDIX B 
 

AUTHORISATION FORMS 
 

All of the forms necessary for RIPA are available from the Home Office website these 
forms are a mandatory part of the process and must be used in line with the guidance.  

All decisions about using regulated investigatory powers must be recorded as they 
are taken on the required form. 

This is the case for: 

• applicants seeking authority to undertake regulated conduct 
• Authorising Officers and designated persons who consider and decide whether to 

grant authority or give notice for that conduct 

Select the form that you require from the hyperlinked lists below;  
 

Directed Surveillance 
1. Application for the use of directed surveillance 
2. Renewal of directed surveillance 
3. Review of the use of directed surveillance 
4. Cancellation of the use of directed surveillance 

 
Covert Human Intelligence Sources 

5. Application for the use of covert human intelligence sources 
6. Renewal of authorisation to use covert human intelligence 

sources 
7. Reviewing the use of covert human intelligence sources 
8. Cancellation of covert human intelligence sources 

 
Reporting errors to the IOCCO 

9. Reporting an error by a CSP to the IOCCO 
10. Reporting an error by a public authority to the IOCCO 
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APPENDIX C 
 
 

REGULATION OF INVESTIGATORY POWERS ACT 2000 
 
AGENT'S AGREEMENT FORM 

 
 

I ………………………………………………………………………..(insert Agent's name) of ….. 
………………………………………………………………………………..(address) confirm that 
in relation to ……………………………………………………………………………………………   
…………………………………………………………………………………………………………..
…………………………………………………………………………………………………………..
…………………………………………………………………………………………………………..
……………………………………………………………………………………………………………
……………………………………………………………………………………………………………
……………………………………………………….(name or description of the surveillance)  I 
agree to comply with the Regulation of Investigatory Powers Act 2000, with all statutory 
provisions, statutory Codes of practice and with Cheltenham Borough Council's Procedural 
Guide when undertaking any and all surveillance authorised by Cheltenham Borough 
Council under the Regulation of Investigatory Powers Act 2000. I acknowledge receipt of a 
copy of the Council's Authorisation Form reference number …………………...dated the 
………………………. and I agree not to carry out any surveillance that is contrary this 
authorisation. 
 
Signed………………………………………………… 

Dated………………………………………………….. 
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APPENDIX D 
Particulars to be contained in records when a COVERT HUMAN INTELLIGENCE 
SOURCE (CHIS) is used.  
 
The following matters are specified for the purposes of paragraph (d) of section 29(5) of the 
2000 Act (which must be included in the records relating to each CHIS): 

(a) the identity of the source; 
(b) the identity, where known, used by the source; 
(c) any relevant investigating authority other than the authority maintaining the 

records; 
(d) the means by which the source is referred to within each relevant 

investigating authority; 
(e) any other significant information connected with the security and welfare of 

the source; 
(f) any confirmation made by a person granting or renewing an authorisation for 

the conduct or use of a source that the information in paragraph (d) has been 
considered and that any identified risks to the security and welfare of the 
source have where appropriate been properly explained to and understood by 
the source; 

(g) the date when, and the circumstances in which, the source was recruited; 
(h) the identities of the persons who, in relation to the source, are discharging or 

have discharged the functions mentioned in section 29(5)(a) to (c) of the 2000 
Act or in any order made by the Secretary of State under section 29(2)(c); 

(i) the periods during which those persons have discharged those 
responsibilities; 
 
(j) the tasks given to the source and the demands made of him in relation to 
his activities as a source; 

(j) all contacts or communications between the source and a person acting on 
behalf of any relevant investigating authority; 

(k) the information obtained by each relevant investigating authority by the 
conduct or use of the source; 

(l) any dissemination by that authority of information obtained in that way; and 
(m) in the case of a source who is not an undercover operative, every payment, 

benefit or reward and every offer of a payment, benefit or reward that is made 
or provided by or on behalf of any relevant investigating authority in respect of 
the source's activities for the benefit of that or any other relevant investigating 
authority. 
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In addition, records or copies of the following, as appropriate, should be kept by the relevant 
authority: 
 

(a) a copy of the authorisation together with any supplementary documentation 
and notification of the approval given by the Authorising Officer; 

 
(b) a copy of any renewal of an authorisation, together with the supporting 

documentation submitted when the renewal was requested; 
 
(c) the reason why the person renewing an authorisation considered it necessary 

to do so; 
 

(d) any authorisation which was granted or renewed orally (in an urgent case) 
and the reason why the case was considered urgent; 

 
(e) any risk assessment made in relation to the source; 

 
(f) the circumstances in which tasks were given to the source; 

 
(g) the value of the source to the investigating authority; 

 
(h) a record of the results of any reviews of the authorisation; 

 
(i) the reasons, if any, for not renewing an authorisation; 

 
(j) the reasons for cancelling an authorisation. 

 
(k) the date and time when any instruction was given by the Authorising Officer to 

cease using a source. 
 
The records kept by public authorities should be maintained in such a way as to preserve the 
confidentiality of the source and the information provided by that source.  There should, at all 
times, be a designated person within the relevant public authority who will have responsibility 
for maintaining a record of the use made of the source. 
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APPENDIX E 
 

RIPA Application and Authorisation Process 
 
As from 1 November 2012 two significant changes came into force that effects how local 
authorities use RIPA. 
• Approval of Authorisations under RIPA by a Justice of the Peace: The 

amendments in the Protection of Freedoms Act 2012 mean that the council’s 
authorisations under RIPA for the use of Directed Surveillance or use of Covert 
Human Intelligence sources (CHIS) can only be given effect once an order approving 
the authorisation has been granted by a Justice of the Peace (JP).  This applies to 
applications and renewals only, not reviews and cancellations. 

 
• Directed surveillance crime threshold: Amendments to the Regulation of 

Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) 
Order 2010 (“the 2010 Order”) mean that the council can now only grant an 
authorisation under RIPA for the use of Directed Surveillance where the council is 
investigating criminal offences which attract a maximum custodial sentence of six 
months or more or criminal offences relating to the underage sale of alcohol or 
tobacco under sections 146, 147 or 147A of the Licensing Act 2003 or section 7 of 
the Children and Young Persons Act 1933.  

 
• This crime threshold, as mentioned, is only for Directed Surveillance. 

Application, Review, Renewal and Cancellation Forms 
 
No covert activity covered by RIPA or the use of a CHIS should be undertaken at any time 
unless it meets the legal criteria (see above)  and has been authorised by an Authorising 
Officer and approved by a JP/Magistrate as mentioned above. The activity conducted must 
be in strict accordance with the terms of the authorisation.  
The effect of the above legislation means that all applications and renewals for covert RIPA 
activity will have to have a JP’s approval. It does not apply to Reviews and Cancellations 
which will still be carried out internally. 
 
The procedure is as follows; 
 
All applications and renewals for Directed Surveillance and use of a CHIS will be required to 
have a JP’s approval. 
 
The applicant will complete the relevant application form ensuring compliance with the 
statutory provisions shown above.   The application form will be submitted to an Authorising 
Officer for consideration.  If authorised, the applicant will also complete the required section 
of the judicial application/order form (Appendix D Flow Chart) 
 
Although this form requires the applicant to provide a brief summary of the circumstances of 
the case on the judicial application form, this is supplementary to and does not replace the 
need to supply the original RIPA authorisation as well. All applications need to be made in 
consultation with One Legal. 
 
It will then be necessary within Office hours to arrange with Her Majesty’s Courts & Tribunals 
Service (HMCTS) administration at the Magistrates’ Court to arrange a hearing.   The 
hearing will be in private and heard by a single JP. 
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Officers who may present the application at these proceedings will need to be formally 
designated by the Council under section 223 of the Local Government Act 1972 to appear, 
be sworn in and present evidence or provide information as required by the JP.  If in doubt 
as to whether you are able to present the application seek advice from One Legal 
 
Upon attending the hearing, the officer must present to the JP the partially completed judicial 
application/order form, a copy of the RIPA application/authorisation form, together with any 
supporting documents setting out the case, and the original application/authorisation form.  
 
The original RIPA application/authorisation should be shown to the JP but will be retained by 
the council so that it is available for inspection by the Commissioners’ offices and in the 
event of any legal challenge or investigations by the Investigatory Powers Tribunal (IPT).  
 
The JP will read and consider the RIPA application/ authorisation and the judicial 
application/order form Appendix H. They may have questions to clarify points or require 
additional reassurance on particular matters. These questions are supplementary to the 
content of the application form.  However the forms and supporting papers must by 
themselves make the case. It is not sufficient for the  council to provide oral evidence 
where this is not reflected or supported in the papers provided.  
 
The JP will consider whether he or she is satisfied that at the time the authorisation was 
granted or renewed, there were reasonable grounds for believing that the authorisation was 
necessary and proportionate. They will also consider whether there continues to be 
reasonable grounds. In addition they must be satisfied that the person who granted the 
authorisation or gave the notice was an appropriate designated person within the council 
and the authorisation was made in accordance with any applicable legal restrictions, for 
example that the crime threshold for directed surveillance has been met. 
 
The JP may decide to: 
 
Approve the Grant or renewal of an authorisation  
The grant or renewal of the RIPA authorisation will then take effect and the council may 
proceed to use the technique in that particular case.  
 
Refuse to approve the grant or renewal of an authorisation  
The RIPA authorisation will not take effect and the council may not use the technique in that 
case.  
 
Where an application has been refused the applicant may wish to consider the reasons for 
that refusal. If more information was required by the JP to determine whether the 
application/authorisation has met the tests, and this is the reason for refusal the officer 
should consider whether they can reapply, for example, if there was information to support 
the application which was available to the council, but not included in the papers provided at 
the hearing. 
 
For, a technical error (as defined by the JP/Magistrate ), the form may be remedied without 
going through the internal authorisation process again. The officer may then wish to reapply 
for judicial approval once those steps have been taken.  

 
Refuse to approve the grant or renewal and quash the authorisation or notice  
 
This applies where the JP refuses to approve the application/authorisation or renew the 
application/authorisation and decides to quash the original authorisation or notice.  However 
the court must not exercise its power to quash the application/authorisation unless the 
applicant has had at least 2 business days from the date of the refusal in which to make 
representations. If this is the case the officer will inform the One Legal who will consider 
whether to make any representations.   
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Whatever the decision the JP will record their decision on the order section of the judicial 
application/order form. The court administration will retain a copy of the council’s RIPA 
application and authorisation form and the judicial application/order form.  The officer will 
retain the original application/authorisation and a copy of the judicial application/order form. 
 
If approved by the JP, the date of the approval becomes the commencement date and the 
three months duration will commence on this date, the officers are now allowed to undertake 
the activity. 
 
The original application and the copy of the judicial application/order form should be 
forwarded to the Central Register and a copy retained by the applicant and if necessary by 
the Authorising Officer. 
 
The council may only appeal a JP decision on a point of law by judicial review. If such a 
concern arises, One Legal will decide what action if any should be taken. 
 
All the relevant forms for authorisation through to cancellation must be in writing using the 
standard forms which are available from the Intranet site, but officers must ensure that the 
circumstances of each case are accurately recorded on the application form. 
 
If it is intended to undertake both directed surveillance and the use of a CHIS on the same 
surveillance subject, the respective applications forms and procedures should be followed 
and both activities should be considered separately on their own merits. 
 
An application for an authorisation must include an assessment of the risk of any collateral 
intrusion or interference. The Authorising Officer will take this into account, particularly when 
considering the proportionality of the directed surveillance or the use of a CHIS. 
Applications 
 
All the relevant sections on an application form must be completed with sufficient information 
for the Authorising Officer to consider Necessity, Proportionality and the Collateral Intrusion 
issues.  Risk assessments should take place prior to the completion of the application form. 
Each application should be completed on its own merits of the case.  Cutting and pasting 
or using template entries should not take place as this would leave the process open 
to challenge.  
 
All applications will be submitted to the Authorising Officer via the Line Manager of the 
appropriate enforcement team in order that they are aware of the activities being undertaken 
by the staff.  The Line Manager will perform an initial quality check of the application. 
However they should not be involved in the sanctioning of the authorisation. Completed 
application forms are to be initialed by Line Managers to show that the quality check has 
been completed. The form should then be submitted to the Authorising Officer. 
 
Applications whether authorised or refused will be issued with a unique number (obtained 
from the RIPA Coordinator) by the Authorising Officer, taken from the next available number 
in the Central Record of Authorisations which is held by the RIPA Coordinator.   
 
If authorised the applicant will then complete the relevant section of the judicial 
application/order form and follow the procedure above by arranging and attending the 
Magistrates’ Court to seek a JP’s approval. (See procedure above RIPA application and 
authorisation process) 
 

Page 99



28 

Duration of Applications 
 
• Directed Surveillance    3 Months 
• Renewal     3 Months 
• Covert Human Intelligence Source  12 Months 
• Juvenile Sources    1 Month 
• Renewal      12 months   

 
All Authorisations must be cancelled by completing a cancellation form.  They must not be 
left to simply expire. (See cancellations page 16) 
Reviews 
When an application has been authorised regular reviews must be undertaken to assess the 
need for the surveillance to continue. The results of a review should be recorded on the 
central record of authorisations.  Particular attention is drawn to the need to review 
authorisations frequently where the surveillance provides access to confidential information 
or involves collateral intrusion.  
 
The reviews are dealt with internally by submitting the review form (which is available 
through the link in appendix B) to the Authorising Officer.  There is no requirement for a 
review form to be submitted to a JP. 
 
In each case the Authorising Officer should determine how often a review should take place. 
This should be as frequently as is considered necessary and practicable and they will record 
when they are to take place on the application form. This decision will be based on the 
circumstances of each application.  However reviews will be conducted on a monthly or less 
basis to ensure that the activity is managed. It will be important for the Authorising Officer to 
be aware of when reviews are required following an authorisation to ensure that the 
applicants submit the review form on time. 
Applicants should submit a review form by the review date set by the Authorising Officer.  
They should also use a review form for changes in circumstances to the original application 
so that the need to continue the activity can be reassessed.  However if the circumstances 
or the objectives have changed considerably, or the techniques to be used are now different 
a new application form should be submitted and will be required to follow the process again 
and be approved by a JP.  The applicant does not have to wait until the review date if it is 
being submitted for a change in circumstances. 
 
Service mangers of applicants should also make themselves aware of when the reviews are 
required to ensure that the relevant forms are completed on time. 
Renewal 
A renewal form is to be completed by the applicant when the original authorisation period is 
about to expire but directed surveillance is still required 
 
Should it be necessary to renew a Directed Surveillance or CHIS application/authorisation 
this must be approved by a JP. The renewal forms can be found by following the links in 
appendix B  
 
Applications for renewals should not be made until shortly before the original authorisation 
period is due to expire but the applicant must take account of factors which may delay the 
renewal process (e.g. intervening weekends or the availability of the relevant Authorising 
Officer and a JP to consider the application). 
 
The applicant should complete all the sections within the renewal form and submit the form 
to the Authorising Officer.   
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Authorising Officers should examine the circumstances with regard to Necessity, 
Proportionality and the Collateral Intrusions issues before making a decision to renew the 
activity. A CHIS application should not be renewed unless a thorough review has been 
carried out covering the use made of the source, the tasks given to them and information 
obtained. The Authorising Officer must consider the results of the review when deciding 
whether to renew or not.  The review and the consideration must be documented. 
 
If the Authorising Officer refuses to renew the application the cancellation process should be 
completed. If the AO authorises the renewal of the activity the same process is to be 
followed as mentioned earlier for the initial application. 
 
A renewal takes effect on the day on which the authorisation would have ceased and lasts 
for a further period of three months.  
 
Cancellation 
The cancellation form Appendix B is to be submitted by the applicant or another investigator 
in their absence. The Authorising Officer who granted or last renewed the authorisation must 
cancel it if they are satisfied that the directed surveillance no longer meets the criteria upon 
which it was authorised. Where the Authorising Officer is no longer available, this duty will 
fall on the person who has taken over the role of Authorising Officer or the person who is 
acting as Authorising Officer 
As soon as the decision is taken that directed surveillance should be discontinued, the 
applicant or other investigating officer involved in the investigation should inform the 
Authorising Officer. The Authorising Officer will formally instruct the investigating officer to 
cease the surveillance, noting the time and date of their decision.  This will be required for 
the cancellation form. The date and time when such an instruction was given should also be 
recorded in the central record of authorisations.. 
The Investigating Officer submitting the cancellation should complete in detail the relevant 
sections of the form and include the period of surveillance and what if any images were 
obtained and any images containing third parties. The Authorising Officer should then take 
this into account and issues instructions regarding the management and disposal of the 
images etc. 
 
The cancellation process should also be used to evaluate whether the objectives have been 
achieved and whether the applicant carried out what they stated was necessary in the 
application form. This check will form part of the oversight function.  Where issues are 
identified they will be brought to the attention of the line manager and the Senior 
Responsible Officer (SRO). This will assist with future audits and oversight. 
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Appendix F 
 
Application for judicial approval for authorisation to obtain or disclose communications 
data, to use a Covert Human Intelligence Source or to conduct directed surveillance. 
Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B. 
Local 
authority:.............................................................................................................................................. 
Local authority 
department:......................................................................................................................................... 
Offence under 
investigation:....................................................................................................................................... 
Address of premises or identity of 
subject:................................................................................................................ 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
 
Covert technique requested: (tick one and specify details) 
Communications Data  
Covert Human Intelligence Source 
Directed Surveillance 
 
Summary of details  
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
Note: this application should be read in conjunction with the attached RIPA authorisation/RIPA 
application or notice. 
 
Investigating 
Officer:.................................................................................................................................................
.... 
Authorising Officer/Designated 
Person:................................................................................................................... 
Officer(s) appearing before 
JP:..................................................................................................................................... 
Address of applicant 
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department:................................................................................................................................ 
............................................................................................................................................................
............................... 
Contact telephone 
number:.......................................................................................................................................... 
Contact email address 
(optional):................................................................................................................................ 
Local authority 
reference:............................................................................................................................................
. 
Number of 
pages:..................................................................................................................................................
......... 
 
 
Order made on an application for judicial approval for authorisation to obtain or disclose 
communications data, to use a covert human intelligence source or to conduct directed 
surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B. 
 
Magistrates’ 
court:...................................................................................................................................................
...... 
 
Having considered the application, (tick one): 
I am satisfied that there are reasonable grounds for believing that the requirements of the Act were 
satisfied and remain satisfied, and that the relevant conditions are satisfied and I therefore 
approve the grant or renewal of the authorisation/notice. 
I refuse to approve the grant or renewal of the authorisation/notice. 
I refuse to approve the grant or renewal and quash the authorisation/notice. 
 
Notes 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
Reasons 
............................................................................................................................................................
............................... 
............................................................................................................................................................
............................... 
............................................................................................................................................................
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............................... 

............................................................................................................................................................

............................... 

............................................................................................................................................................

............................... 

............................................................................................................................................................

............................... 
 
Signed: 
Date: 
Time: 
Full name: 
Address of magistrates’ court: 
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Appendix G 
 

 
Contact details for Her Majesty’s Courts and Tribunal Service (HMCTS) 
Gloucestershire 
 
During normal office hours, the court support section should be contacted either by phone or 
email. There number is 01452 420174 and email is gs-glosmcadmin@hmcts.gsi.gov.uk.  
 
The police have lists of those legal advisers that are contactable out of hours and in the 
unlikely situation when an application needs to be made urgently details can be obtained 
from the custody suites at Cheltenham and Gloucester and also the control room at 
Waterwells. 
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Appendix H 
 

Non RIPA Surveillance Application Form 
 
Public Authority 
 
(including full address) 
 

  
Unique NO. 

 

 
Name of Applicant 
 

 Department  
 
Contact Details 
 
 
 
 

 

Investigation/Operation 
Name (if applicable) 

 
Investigating Officer (if 
a person other than the 
applicant) 

 

 
1. DETAILS OF APPLICATION 
Describe the purpose of the specific operation or investigation e.g. Internal 
Disciplinary Investigation. Provide details of the investigation and intelligence case 
to date to include enquiries already undertaken and their result.  
 
 
 
2. DETAILS OF SURVEILLANCE 
Describe in detail the surveillance operation to be authorised and expected duration, 
including any premises, vehicles or equipment (e.g. camera, binoculars, video 
recording equipment) that may be used.  
 
Explain the information that it is desired to obtain as a result of the directed 
surveillance. 
 
 
 
 
3. SUBJECT OF SURVEILLANCE 
The identities, where known, of those to be subject of the directed surveillance. 
Should include where known name, address, D.O.B. or approximate age. 
If persons unknown please provide any description’s or other information that may 
be known. 
 
 
 
 
 
4. MISDEMEANOR UNDER INVESTIGATION 
Provide details of  what offences or malpractice is under investigation, e.g.. Gross 
Misconduct against. Disciplinary Regulations.  
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5. INTRUSION AND PRIVACY ISSUES 
Detail whether Confidential Information such as information relating to legal 
privilege, health, spiritual counselling or other sensitive information is likely to be 
obtained against any personas a result of the surveillance activity. 
 
Supply details of any Collateral Intrusion. 
Why the intrusion is unavoidable. 
Describe precautions you will take to minimise and manage the collateral intrusion.  
 
 
 
 
6. NECESSITY AND PROPORTIONALITY 
Explain why it is necessary to use the covert methods applied for, can the evidence 
be obtained by less intrusive methods and explain why this surveillance is 
proportionate to what it seeks to achieve. How intrusive might it be on the subject of 
surveillance or on others? And why is this intrusion outweighed by the need for 
surveillance in operational terms or can the evidence be obtained by any other 
means? 
 
 
 
 
7. APPLICANTS DETAILS 
Name (print) 
 

 Tel No:  
Grade/Position 
 

 Date Submitted  
Signature 
 

 
 

AUTHORISATION SECTION 
 
8. AUTHORISED YES OR NO? (see below) 
If rejected detail the reason why. 
 
If authorised state exactly what activity is being authorised by whom and if necessary 
what equipment they are authorised to use and in what circumstances.  This should 
include any specific instructions such as the management of any images which may 
be obtained. Cover who, what, where, when and how. 
 
 
 
 
 
9. NECESSITY AND PROPORTIONALITY 
Explain why you believe the surveillance is necessary and proportionate to what is 
sought to be achieved by carrying out the covert activity. 
 
 
 
10. CONFIDENTIAL INFORMATION 
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If confidential information is likely to be obtained (see box 5) state how the 
information will be managed and disposed of. (Seek advice from legal section and 
data controller if required). May require a higher level of authority.  
 
 
 
11. DATE OF FIRST REVIEW 
Set a review date taking into account all the circumstances. The review date should 
be no longer than a month to demonstrate that the process is being managed 
effectively 
Date  
 
12. AUTHORISING OFFICER DETAILS 
Name (Print) 
 

 Grade/Position  
Signature 
 

 Time and 
Date 
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